How to reset a user's password in

SuccessFactors

This guide explains how to reset a user's password in SAP SuccessFactors

Employee Central. You first confirm that your permission role allows

password resets, then find the employee, set a new password, and test the

login.
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Prerequisites

Before you begin, make sure you have the following:

e Credentials to log in to your SAP SuccessFactors test or production

system.

e A permission role that includes Reset User Passwords under
Manage User. Step 2 shows you how to check.
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e The username or Employee ID of the employee whose password you
want to reset.
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Step 1: Log in to SAP SuccessFactors
1. Go to your SAP SuccessFactors login page.
2. Enter your credentials and log in to your test or production system.

Step 2: Verify you have permission to reset user

passwords

Before you reset a user's password in SuccessFactors, confirm that your
permission role allows it.

1. In the Admin Centre, locate the search bar at the top of the screen.
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2. Type "manage permission roles" into the search bar, and then select
Manage Permission Roles from the dropdown list.
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Permission Role List

Different users shoutd have ditferent access to the information in the application. A role controls the access rights a user (of a group) has to the application or employee data, Each role has its own set of access permissions that you define, You
can also limit exactly what a group can access
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User Created Last

Permission Role Type Description Status  From Moditied
IST_CO|_MANAGER COl Manager ACTIVE 2019-07-22
IST_CO| EMPLOYEE ol Employee ACTIVE 2019-07-22
1ST_COI HREP COI HRBP ACTIVE 201907-22
TST_IT_SME_Suppor I TEST IT SME Support Role ACTIVE 2019:07-19
“ZJoho_Administator singel IT SME Super Administrator (Joanne Managed) ACTIVE 2010-07-18
£_1T_AMS Support (Exclude Restricted Data, Include AMS Suppont Role with NO access to restricted data, but with access to critical configuration and admin functions ACTIVE 201906.20
Critical Config)

Joho_P_ESS_Update_loblnto Joanne ESS Update Job Information ACTIVE 2019.06.20
== Superadmin *= **Administrator who has access 1o all application functions and with data access. This is tagged to Group Security Admin,  ACTIVE 2019.06-14

SFAmin and Viendor (Upon request) for troubleshooting and SUPPOTt
_iTlest Test ACTIVE 2019.06-08

Permission settings showing Reset User Passwords checked under Manage User

3. In the Permission Role List, find and select the permission role you
belong to (for example, "TST_IT_SME_Support").

4. In the Permission Role Details, click Permissions to view the
permission settings.

5. Under Administrator Permissions, scroll to Manage User.
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6. Confirm that the Reset User Passwords box is checked. This

indicates you have the required permission.

Bf Successfactors AdminCentre x|

« C 0O @ htpsy ger|

com/sf/start

CO001

18 s.erb=U0GOWITIBOZD0S pXNK:

aB7GIIPE

Objective
Management

»

Variable Pay

-

a -
-

Succession
~
-
Employee Files

Company Settings

- A Admin liQ manage pey

Admin Centre

Switch back to NextGen Admin Centre

Company Pr

{ /
Performance

Management
t
Lt

Catibration

i

Presentations

-~
-t

Pay Scale based pay

Mobile.

Reset User Account

Admin Centre main dashboard with the search bar and menu options visible

8f Successfactors: Admin Centre X 4

« C O @ hitpsy/performancemanagerl0.successfactors.comysf/start7cor

Actions
Manage Field Permission Groups
Manage Permission Groups
Manage Permission Roles Iy

Show 8 more actions

People

Super Sales JHOTC (2000546)
JH Sales Senior Manager (21321583)

Business Practice Manager (11251564)
PurX Koh (si
(1202836)

Senior Consultant, Systems (11206941)

051157)

Sor Manager, Cost Demand Performance
(21314858)

Specialist, Operations (11208857)

- Tamilselvi DIO |5\r\ﬂg§morc (65)) 99997777
. Vellan Perumal (1200039)
Show 100+ mose peaple

Empioyee Directory

®

| Perlin Tan (Singapore (65)) 88987777
(1251564)

gapore (65)) 99997777

Michael Tianlas  (Australia (61)) 99997777

(1004935)

Service Quality Analyst Request Manage (103096)
:allu Perkowski  (Ausualia (61)) 99987777

=CO0010B8737T 18 s.erb=LOgOW

Manage Employees

EEScd

| search

Get the latest Updates
to your SuccessFactors

My Favourites

i Data Replication Monitor for SAP ERP
Integration

o Configure Object Definitions

# Configure Business Rules

e Company System and Logo Settings

i Manage Data

e Manago Organisation, Pay and Job Stuctures

e Monitor Job

oy Manage Workflow Requests
e Data Replication Monitor

# Manage Business Configuration

o Manage Home Page

-

Objective
Management
»

Variable Pay

Succession

| =~
-
Employee Files

Company Settings

-

Admin Centre

Switch back to NextGen Admin Centre

A Admin (iQ manage pey

Company Pr.

=7 3
Performance

Management
t
i

Catibration

ok
Presentations
-~

-

;
Pay Scale based pay

Mabile

Reset User Account

Show 100+ m

Actions
Manage Field Permission Groups
Manage Permission Groups
Manage Permission Roles
Show 8 more actions

People

Super Sales JHOTC (2000546)
JH Sales Senior Manager (21321583)

Senior Consultan, Systems (11206841)

(1004935

Marty Perkowski (A
(1051157)

Snr Manager, Cost Demand Performance
(21314858)

Repoy
£k | Tomilseti DIO  (civzsnors (55) 95057777
| Vellan Perumal (1200039)

Specialist, Operations (11208857)

ople

Employee Directory

®

~ Perlin Tan (Singapore (65)) 99997777
(1251564)
Business Practice Manager (11251564)
PurX Koh (Singapore (65)) 89997777
(1202836)

Michael Tianias  (Austialia (61)) 99997777
)

Service Quality Analyst Request Manage {103096)
a (61)) 99097777

Manage Employees

T oW

| Search

Get the latest Updates
to your SuccessFactors

My Favourites

o Data Replication Monitor for SAP ERP
Integration

& Configure Object Definitions

e Configure Business Rules

e Company System and Logo Settings

i Manage Data

¢ Manage Organisation, Pay and Job Structures

& Monitor Job

&y Manage Workflow Requests
o Data Replication Monitor

o Manage Business Configuration

& Manage Home Page

Search results for "manage permission roles" with the option selected from the
dropdown

Step 3: Open the Reset User Passwords tool

1. Inthe Admin Centre, go to the section for resetting user passwords.
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2. Select Reset User Passwords to open the reset tool.
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Step 4: Search for the employee

1. On the "Resetting User Passwords" page, use the search filters to
locate the employee. You can search by criteria such as manager
level, division, legal entity, employee group, or subgroup.

2. For a direct search, enter the Username or Employee ID (for
example, 2000652) in the appropriate field.

ind: | All Employees And Exteral 360 Raters ¥
All Divisions. Custom Select >>  All Departments Custom Select >>  All Locations Custom Salect >>
All Manager Level ¥ All Job Grade Cusiom Select >>
All Employee Group *
All Employee Subgroup v
All Talent Pool
All Group
All Sales / Non Sales ¥
All Group BU v AlBU

Filtered
by:

All Sub Function Custom Select >>| All Team

All Sub Team

All Legal Entity

AlLFY2019 PR *

All Groups v

Preferred Name and
LastName  Smith and
Usemame 2000652 and
JobCode  ACCOUNT MANAGER(CAT1) (JC_POC

Using: | Starts With v | Search Users

Username Preferred Name |Last Name Division Department Location Job Code
= 2000652 Smin |Strategic Accounts (108767) | Strateglc Accounts VIC (114327) | Gptus Gentre Melbourne - Level 11 (OCML1) ACCOUNT MANAGER{CATL) (JC_P00002)

Confirm Password:

Reset User Password

Resetting User Passwords page with the username 2000652 entered in the search field

3. Click Search Users to display the employee details.

Step 5: Reset the user's password

1. In the search results, locate the employee (for example, Username:
2000652, Last Name: Smith).
2. Enter the new password in the New Password field.
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3. Re-enter the same password in the Confirm Password field to make
sure it matches.
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Username Preferred Name Last Name Division Department Lacation Job Code
= 2000652 Smin  |Strategic Accounts (108767) | Strateglc Accounts VIC (114327) | Gptus Gentre Melbourne - Level 11 (OCML1) ACCOUNT MANAGER{CATL) (JC_P00002)

e Password, | sessesfasnssnans]

Confirm Password:

Reset User Password

Resetting User Passwords page with the New Password and Confirm Password fields
filled in for user 2000652

4. Click Reset User Password to complete the reset.
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Step 6: Confirm the password reset

After you click Reset User Password, look for the confirmation message at
the top of the "Resetting User Passwords" page. It reads: "1 users
passwords have been reset." This confirms the reset was successful.
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SAP SuccessFactors login screen with the username and password fields filled in, ready
tologin

Step 7: Test the new login

1. Log out of SAP SuccessFactors to test the new credentials.

2. On the login page, enter the employee's username (for example,
Employee ID 2000652).

3. Enter the new password you just set.
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4. Click Login.
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Admin Centre showing the message "1 users passwords have been reset." after the
password reset

5. After you log in, check the top right-hand corner of the dashboard for
the employee's name (for example, "Smith (2000652)"). This verifies
that you are logged in as the correct user.

6. Confirm that the dashboard loads correctly and shows the user's
information, including team details and other dashboard tiles.

Generated with docsie.io
10/N



Summary

You have now reset a user's password in SAP SuccessFactors Employee
Central and verified that the new credentials work. The process has five
parts: check your permissions, open the reset tool, find the employee, set
and confirm the new password, and test the login.
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SAP SuccessFactors dashboard showing user Smith (2000652) logged in at the top
right corner

What's next
e Make sure the new password meets the system's password criteria.
e« Communicate the new password securely to the user.
e Check that the user can log in as expected.
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