How to import a PSE certificate in SAP
(STRUST)

This guide explains how to import a PSE certificate in SAP by using the
Trust Manager (transaction strust). You add the required SSL certificates to
the SSL client (Standard) and SSL client (Anonymous) PSEs, then save them
so the Internet Communication Manager (ICM) is notified.

This process applies only to SAP ABAP systems. SAP Java systems use a
different certificate management mechanism, which this guide does not
cover.

Prerequisites
Before you begin, make sure you have:

e Access to an SAP ABAP system through SAP GUI, with authorization
to use the Trust Manager.

e The four required certificate files, downloaded from the relevant SAP
Note for SAP backbone connectivity. Examples include
DigiCertGlobalRootCA.cer, DigiCertGlobalRootG2.cer, and
DigiCertHighAssuranceEVRootCA .cer.

e Alocal folder that contains the certificate files (for example, SAP
Backbone > Final Certs).

Open the Trust Manager

Step 1: Open transaction STRUST
1. Launch SAP GUI and log in.
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2. Onthe SAP Easy Access screen, locate the command field at the top

of the window.

= SAP Easy Access - User Menu for Muhammad Faizan Akhtar

/] Yl«E 000 2HE LDDD AT 0%
SAP Easy Access - User Menu for Muhammad Faizan Akhtar
GE 2 %

* I Favorites
~ ' User Menu for Muhammad Faizan Akhtar
* & ABAP Editor
+ & Role Profiles
* & Security Audit Configuration
* & Maintain time zone act. in dient
* & Trust Manager
* 2 HTTP Service Hierarchy Maintenance
* & Rule based Certificate Mapping
+ & Client Copy Log
* & Administrate Update Records
* 2 Display and Delete Lacks
* 5 Integration Engine - All Functions
« &4 Monitor for ABAP Background Jobs
* & CMS Customizing Content Repasitories
+ & Integration Directory Cache
« &% Systemwide Work Process Overview
* & DB2 Accelerator Control Center
+ & Maint.Assign. Logon Grp to Instance
* 4 Data Browser
+ & Launch NWBC
+ & Client Administration
* & Generic Transaction Starter
* & Support Package Manager
+ & SAPconnect Send Requests:
» &5 SAPconnedt - Administration
+ i ABAP Function Modules
* & 1CM Monitor
* 3 Schedule Background Job
+ 2 TREX Administration Tool
* & Content Server Administration
= € X0: Message Monitaring
© & Maintain User Groups
= i Create SNC Name for User
= &% SNC Access Control List: Systems
* &3 Export SNC name of user
* & User initial control list 3.1-4.0
o Chne

P

e= ; mRom - e

SAP Easy Access screen showing the user menu and the command field

3. Type strust in the command field and press Enter. The Trust Manager

opens.

O Mens Edt Eavorites Exigs  System  Help
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SAP Easy Access - User Menu for Muhammad Faizan Akhtar

GE 2 %

* I Favorites

~ ' User Menu for Muhammad Faizan Akhtar
* & ABAP Editor
* & Role Profiles
= & Security Audit Configuration
* & Maintain time zone act. in dlient
* & Trust Manager
* 2 HTTP Service Hierarchy Maintenance
+ & Rule based Certificate Mapping
* & Client Copy Log
* & Administrate Update Records
* & Display and Delete Locks
* & Integration Engine - All Functions
* 2 Manitor for ABAP Background Jobs
* & CMS Customizing Content Repasitories
+ & Integration Directory Cache
* & Systemwide Work Process Overview
* & DB2 Accelerator Control Center
+ & Maint Assign. Logon Grp to Instance
* 2 Data Browser
* & Launch NWBC
+ & Client Administration
* 2 Generic Transaction Starter
+ & Support Package Manager
+ & SAPconnect Send Requests.
» &5 SAPconnedt - Administration
+ & ABAP Function Modules
+ & 1CM Monitor
+ 2 Schedule Background Job
+ & TREX Administration Tool
« & Content Server Administration
= 25 XI: Message Monitoring
+ & Maintain User Groups
+ & Create SNC Name for User
= %5 SNC Access Control List: Systems
* &3 Export SNC name of user
« -E User initial control list 3.1-4.0
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Command field with strust entered to open the Trust Manager
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Step 2: Switch to change mode
Click the Change (pencil) button to enable editing. You need change mode
to modify the certificate store.

[ penu Edit Favortes Exras  System  Help —ax
o YKE 000 2HE PNDD AT 0%

SAP Easy Access - User Menu for Muhammad Faizan Akhtar

GE 2 %

« B Favarites

~ ' User Menu for Muhammad Faizan Akhtar
* & ABAP Editor
« @ Role Profileg
* & Security Authit Configuration
* & Maintain time zone act. in dlient
* & Trust Manager
* % HTTP Service Hierarchy Maintenance
* 2 Rule based Certificate Mapping
+ & Client Copy Log
* & Administrate Update Records
* 2 Display and Delete Lacks
* & Integration Engine - All Functions
+ 2 Manitor for ABAP Background Jobs
* & CMS Customizing Content Repasitories
+ & Integration Directory Cache
« 2 Systemwide Work Process Overview
+ & DB2 Accelerator Control Center
+ & Maint.Assign. Logon Grp to Instance
* & Data Browser
* & Launch NWBC
+ & Client Administration
* 43 Generic Transaction Starter
* & Support Package Manager
+ & SAPconnect Send Requests.
» &5 SAPconnedt - Administration
* % ABAP Function Modules
= & ICM Monitor
* & Schedule Background Job
+ 5 TREX Administration Tool
* & Content Server Administration
» &% X: Message Monitoring
+ & Maintain User Groups
= i Create SNC Name for User
= % SNC Access Control List: Systems

Trust Manager main screen with change mode enabled
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Import PSE certificates for the SSL client (Standard)

Step 3: Select the SSL client node

In the left pane under System PSE, you can select either SSL client SSL Client

(Anonymous) or SSL client SSL Client (Standard). Start with SSL client SSL Client
(Standard) to deploy a standard client certificate.

F Menu Edt Favorites Edras  System  Help —-FX
(V] i 00 SHE DD AT 0%
SAP Easy Access - User Menu for Muhammad Faizan Akhtar
QE L %
« I Favarites
~ Wi User Menu for Muhammad Faizan Akhtar
* & ABAP Editor
+ 2 Role Profil

« & Security AJ&t Configuration

* & Maintain time zone act. in dient

* & Trust Manager

* & HTTP Service Hierarchy Maintenance

* 45 Rule based Certificate Mapping

- i Client Copy Log

» & Administrate Update Records

+ 25 Display and Delete Locks

* & Integration Engine - All Functions

= &5 Monitor for ABAP Background Jobs

* 5 QM5 Custorizing Content Repositories

* & Integration Directory Cache

= &5 Systemwide Work Process Overview

* 45 DB2 Accelerator Control Center

* & Maint.Assign. Logon Grp to Instance

» & Data Browser

* @ Launch NWBC

= & Client Administration

= &% Generic Transaction Starter

* & Support Package Manager

* & SAPconnect Send Requests

* ¥ SAPconnect - Administration

* ik ABAP Function Modules

* 45 1CM Monitor

« i Schedule Background Job

+ & TREX Administration Tool

* & Content Server Administration

= ¢ XI: Message Monitoring

+  Maintain User Groups

« @ Create SNC Name for User

* &% SNC Access Control List: Systems

+ &3 Export SNC name of user

= 25 User Initial control list 3.1-4.0
Y

Start of application: Trust Manager

Trust Manager with SSL client SSL Client (Standard) selected

Step 4: Create a new PSE

1. Right-click SSL client SSL Client (Standard) and select Create.
2. In the Create PSE dialog, review the fields. Keep the default values
unless you are instructed otherwise.

The dialog shows these values:

« Name: PB1SSL client SSL Client (Standard)
e Org. (Opt): 10020872798

e Comp./Org.: SAP Web AS

e Country: as shown

e CA: O=SAP Trust Community, C=DE

e Algorithm: RSA with SHA-1
 KeyLength: 1024
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3. Click the green checkmark (Continue) button.

yironment  System  Help

Trust Manager: Change

S N

» B System PSE

+ 3¢ SNC SAPCryptolib

* 3 SSL server Standard

* 3 SSL dient SSL Client (Anonymo
* % SSL client SSL Client (Standar

* ¥ SSL dient WSSE Web Service
+ 3 WS Security Standard
* 3 WS Security Other Syst

* 3¢ SMIME Standard

* ¥ File
- %S O Create PSE

* ¥ SSF L Name
Org. (Opt)
Comp./Org.
Country
()
Algorithm
Key Length

tem Encry
* 3 WS Security WS Sn:unnh(n'ys

System PSE
Ovm Certificate
Subject CN=PB1
3] (Self-Signed)
se
Certificate List
B Subject
N=PM1

PBL SSL client SSL et (Standard)
10020872798
SAP Web AS

sword

Q=SAP Trust Community, C=DE n
RSA with SHA-1 -

1024 ~

0s e
Serial Number (Dec.)
valid From
Algorithm
Check Sum (MD5)
Checksum (SHA1)

to

2] 5] 8

Key Length

‘%' Add to Certificate List

Create PSE dialog with default values for SSL client SSL Client (Standard)
Step 5: Open the new PSE

After you click Continue, the system creates the new PSE and selects it.

Double-click the new entry (for example, bwpblasl PB1 00) to view its
details.

F psE Edt

Goto  Cedtifcate  Enyironment  System  Help X
/] KB 000 OO e%
Trust Manager: Change
R
» System PSE SSL dlient SSL Client (Standar
* X SNC SAPCryptolib Ovin Certificate
+ % SSL server Standard ubjedt z i = =
+ 3 SSL dlient SSL Client (Anonymo e s
~ w SSL dlfent SSL Client (Standar = iy
- [l vpb1ast_PB1 00
+ 3¢ S5 client WSSE Web Service Se Certificate List
+ % WS Security Standard & Subject
+ 3 WS Security Other System Enary
* 3 WS Security WS Security Keys
+ 3 SMIME Standard %
- & File &
+ 3¢ SSF Collaboration Integration =
+ i SSF Logon Ticket =
51 Veri. PSE & Password
. Certificate
i Subjed
Subject (AlL.)
Issuer
Serial Number (Hex.)
Serial Number (Dec.)
[2 valid from to
Algorithm Key Length

& Local PSE OK

Check Sum (MDS)
Checksum (SHA1)
B

L IF #' Add to Certificate List

-
=

Trust Manager showing the new PSE entry for SSL client SSL Client (Standard)
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Step 6: Start importing a PSE certificate

1. In the right pane, find the Certificate List section.
2. Click the Import certificate button (the certificate icon with a green
arrow) at the bottom left of the certificate section.

A file dialog opens so you can select a certificate file from your local
system.

O pSE Edt Goto Codificale Environment System  Help Fat
- =)
O «BE OO0 D o%
Trust Manager: Change
R
» I System PSE 55U dlent S5, Client (Standar
+ 3 SNC SAPCryptollb Ovm Certificate
Subject N=PB] SSL diient SSL Clien
p B (self-Signed)
-l 1,00/
3 ssid Web Service Se Certince Ut
= 3 WS Security Standard B Subject
* 3 WS Security Other System Encry
+ 3 WS Security WS Security Keys
+ % SMIME Standard -
- & File ~
* 3 SSF Collaboration Integration =
* Eii SSF Logon Ticket =
=) Veri. PSE & Password
. Certificate
i Subject
Subject (Alt)
Issuer
Serial Number (Hex.)
Serial Number (Dec.)
Valid From to
Algorithm Key Length
Check Sum (MDS5)
Checksum (SHA1)
) = L arY %' Add to Certificate List
fnport cortificate

@ Local PSE OK

4

# (800 ¥ | bwpblasl | INS
03

Trust Manager with the Import certificate button highlighted
Step 7: Select the certificate file

1. In the Select File dialog, navigate to the folder that contains your
certificates (for example, SAP Backbone > Final Certs).
2. ldentify the four certificate files to upload.
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3. Select the first certificate file and click Open.

T pse Edt Goto ate  Engronment  System Help &%
(V] 4<EH 000 A0 0%
Trust Manager: Change
R
» I System PSE 5L dlent 551, Client (Standar
+ 3¢ SNC SAPCrhyptolib Own Certificate
* % SSL server Standard sul = " % 7 =
+ 3 SSL dient SSL Client (Anonymo 55 s
Certificate List
= 3 WS Security Stondard B Subject
* 3 WS Security Other System Encry 1§ N=Verision Class 3 Public Primary Certification Authorty - 65, OU="(<) 200
* 3 WS Security WS Security Keys
+ % SMIME Standard -
* il File e
* 3 SSF Collaboration Integration =
* i SSF Logon Ticket =
121 Veri. PSE A Password
. Certificate
Subject CN=Verisign Class 3 Public Primary Certification Authority - G5, QU="(c) 2006 Ve_
Subject (AlL.)
Issuer CN=VeriSign Class 3 Public Primary Certification Authority - GS, OU="(c) 2006 Ve
Serial Number (Hex.) 16:DA:D1:9E:26:7D: EA:BB: 4A:21:50:CD:CC: 6B: 3B:4A
Serial Number (Dec.) 33037644167568058970164719475676101450
Valid From 08.11.2006 00:00:00 to 16.07.2036 23:59:59
Algorithm RSA with SHA-1 Key Length
Check Sum (MDS) ca:17

Checksum (SHAL)

RIS LI

@ Certificate added to PSE

%" Add to Certificate List

» 800 > | bwpblas1 | INS

File dialog open in the Trust Manager, showing the certificate files to upload

Step 8: Add the certificate to the certificate list

1. Review the certificate details in the lower pane.

2. Click Add to Certificate List.

F psE  Edit

Environment  System  Help

o KE 000

Trust Manager: Change

% &

» B System PSE
+ 3 SNC SAPCryptolib

N0 o%

55L dilent S5L Client (Standar

Ovin Certificate
= X SSL server Standard

= _ Subject

+ 3 SSL dlient SSL Client (Anonymo S

~ w SSL dient S5L Client (Standar =
- [l Bvpbiast PE100

* % SSL dlient WSSE Web Service Se \Crbifente (vl

* 3¢ WS Securlty Standard

CN=Pf1 5oL dient SSL Client (Standard), O
(Self-Signed)

OU=5AP Web A

* ¥ WS Security Other System Encry
+ 3 WS Security WS Security Keys

+ % SMIME Standard

- i File

* 3 S5F Collaboration Integration

* ¥t SSF Logon Ticket -

121 Verl. PSE

. Certificate

B Subject

& Password

Subject

Subject (Alt.)

Issuer

Serfal Number (Hex.)
Serial Number (Dac.)
Valid From
Algorithm

Check Sum (MDS)
Checksum (SHA1)

CN=VeriSign Class 3 Public Primary Certification Authority - G5, GU="(c) 2006 Ve

riSign Class 3 Public Primery Certification Authority - G5, OU="(c) 2006 Ve
DA:D1:9E:26:7D:ES:BB:4A:21:58:CD:CC: 6B:3B:4A
3303764416756505970164719475676101450

08.11.2006 00:00:00 to 16.
RSA with SHA-1
ca:17:e:

07.2036 23:58:58
2048

$57:93:F3:0a:FAIIC
£1E:AD:56:BE:3D: 9B: 67: 44:A5:ES

# Add to Certificate List

Trust Manager showing certificate details and the Add to Certificate List button

Generated with docsie.io

7115



Step 9: Repeat for the remaining certificates
For each additional certificate, complete these actions:

e Click Import certificate again.

e Select the next certificate file from the folder.
e Click Open.

¢ Review the certificate details.

¢ Click Add to Certificate List.

Check that each certificate appears in the Certificate List section as you
go.

[ pSE  Edit Goto  Certificate System  Hel ax
- =
o «H 00O D 0%
Trust Manager: Change
P W
» B System PSE S5l dlent SSL Client (Standar
* 3 SNC SAPCryptolib Ovin Certificate
subject CN=PB1 551 dlient SSL Client (Standard), OU~10020872798, OU=SAP Web AS,
C3)i2] (Self-Signed)
WSSE Certificate List
* 3 WS Security Standard & Subject
* 3¢ WS Security Other System Encry CN=VeriSign Class 3 Public Primary Certification Authority - G5, OU="(<) 200
* 3 WS Security WS Security Keys CN=DigiCert Global Root CA, O =vwww digicert.com, O=DigiCer Inc, C=US
* 3 SMIME Standard -
* &3 File
* 3 S5F Collaboration Integration =
* ¥ SSF Logon Tickat
123 Veri. PSE f Password
. _Certificate
i Subject CN=DigiCert Global Root CA, QU=vww.digicert.com, O=DigiCert Inc, C=US
Subfect (AlL)
Issuer %!=Digic-zrt Global Root CA, OU=vww. digicert.com, O=DigiCert Inc, C=US
Serial Number (Hex,) 08:3B:E0:56:90:42:46:B1:A1: 75: 6A:C9:59:91:C7: 4A
Serial Number (Dec.) 10944719598952040374551832963794454346
Valid From
Algorithm
Check Sum (MDS)
Checksum (SHA1)
B LI

@ Certificate added to PSE

q

» | 800 > | bwpblasl | INS a4

Trust Manager with multiple certificates listed in the Certificate List
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Step 10: Verify all certificates are added

Confirm that all four certificates appear in the Certificate List section. Each
certificate shows its subject and issuer details.

B pst Edt Goto Cerdifiate Enyironment System  Help ax
/] KB 000 il -
Trust Manager: Change
% N
» System PSE SS5L dient SSL Client (Standar
« 3 SNC SAPCryptolib Owm Certificate
* % 5L server Standard Subjedt & i ST =
+ 3 SSL client SSL Client (Anonymo B8 (5e Sgned)
~ W S5L dlfent S5 Client (Standar = o
« [l bwpbiasi_PBi_00
= %€ 55L client WSSE Web Service Se Certificate List
+ 3 WS Securlty Standard & Subject
* % WS Security Other System Encry CN=VeriSign Class 3 Public Primary Certification Authority - G5, QU="(<) 200
* 3 WS Security WS Security Keys CN=DigiCert Global Rook CA, QU=vww.digicert com, Q=DigiCert Inc, C=US
* 3 SMIME Standard CN=DigiCert Global Root G2, OU=www.digicert.com, O=DigiCert Inc, C=US  ~
- & Fle i
+ 3¢ SSF Collaboration Integration =
+ i SSF Logon Ticket 3
121 Verl. PSE & Password
, Certificate
Subject CN=DigiCert Global Root G2, OU=vww.digicest.com, O=DigiCert Inc, C=US.
Subject (Alt.)
Issuer

CN=DigiCert Global Root G2, OU=www.digicert.com, O=DigiCert Inc, C=US
03:3A:F1:E6:AT=11:A9:A0:BB:29: 64:B1:10; 09: FAES
4293743540046975378534879503202253541

Serfal Number (Hex.)
Sertal Number (Dec.)
Valid From

Algorithm

Check Sum (MDS5)
Checksum (SHA1)

e ela

15.01.2038 12:00:00

'3 Add to Certificate List

& Certificate added to PSE

Trust Manager showing the Certificate List as certificates are added

Generated with docsie.io

9/15



Step 11: Save the changes

Click the Save (disk) icon at the top of the Trust Manager window. This
saves the updated certificate list to the SSL client PSE.

e Environment System  Help

Trust Manager: Change

2 N
» I System PSE 5L dlient SSL. Client (Standar
* X SNC SAPCryptolib Ovn Certificate
+ % SSL server Standard
+ 3¢ SSL dlient SSL Client (Anonymo Sﬂ'@?:
~ i S5L dlient SSL Client (Standar =
« [l bwpb1asi_PB1_00
* 3 SSL dlient WSSE Web Service Se LCertificate List
+ 3 WS Security Standard B Subject
* % WS Security Other System Encry CN=VeriSign Class 3 Public Primary Certficaion Authrity - G5, QU="(c} 200
* 3 WS Security WS Securlty Keys CN=DigiCert Global Root CA, OU=vw.digicert.com, O=DigiCert Inc, C=Us
* 3 SMIME Standard i & igi —Digi —US
« % File 2
+ 3 SSF Collaboration Integration =
* i SSF Logon Ticket =
153 Verl, PSE & Password
, _Certificate
Subject CN=DigiCert Global Root G2, OU=www.digicert.com, O=DigiCert Inc, C=US.
subject (Alt.)
Issuer (CN=DigiCert Global Root G2, OU=waww.digicert.com, O=DigiCert Inc, C=US
Serial Number {Hex.) 03:3A:F1:E6:AT:11:A9:A0:BB:25: 64:B1:1D; 05 FA:ES
Serial Number (Dec.) 1293743510046975379534879503202253541
valid From 15.01.2038 12:00:00
Algorithm

Key Length 20.
Check Sum (MD5) 152:42:46:0A:FD: 72148
Checksum (s#A1) pi62:A4

G2HS] LI “# Add to Certificate List

Trust Manager with all certificates added and ready to save
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Step 12: Verify the ICM notification

Check the status bar at the bottom of the Trust Manager window. It should
display "SSL PSE was saved (ICM was notified)". This message confirms
that the Internet Communication Manager (ICM) was notified of the changes

automatically.

@ pst  Edt Goto  Cetificate  Enyironment System  Help
- =)
(/] KEH 000 D 0%
Trust Manager: Change
SR
» B4 System PSE SSL dent SSL. Cllent (Standar
+ 3¢ SNC SAPCrypalib Ovn Certificate
= X SSL server Standard Subject =PB e Clier
+ 3¢ SSL client SsL_ Client (Anonymo B T ————
~ ' SSL dlent SSL Client (Standar = :
- Il bipbiasi_PB1. 00
* 3 5L dlient WSSE Web Service Se  Gptificabe (e}
* 3 WS Security Standard B Subject
* 3 WS Security Other System Enary CN=VeriSign Class 3 Public Primary Certification Authority - G5, OU="(c) 200
+ 3 WS Security WS Security Keys CN=DigiCert Global Root CA, OU=viw.digicert.com, O=DigiCert Inc, C=US
* 3 SMIME Standard CN=DigiCert Global Root G2, QU= digicert.com, O=DigiCert Ing, C=US
s & CN=DigiCert Hich Assurance EV Roat CA, OU=vnw.digicert.com, Q=DiiCer.
+ 3 SSF Collaboration Integration =
* E SSF Logon Ticket *
3 Veri, PSE & Password
. Certificate
I Subjet CN=DigiCert High Assurance EV Root CA, OU=wvav.digicert.com, O=DigiCert Inc.

" Subject (Alt)

Issuer CN=DigiCert High Assurance EV Root CA, OU=veaw.digicert.com, O=DigiCert Inc
Serial Number (Hex.) 02:AC:5C:26:6A:0B:40:9B:0F:0B: 79:F2:AE: 46:25: 77

Serial Number (Dec.) 35534000764105479197247307343768100087

Valid From 10.11.2006 00:00:00 to 10.11.2031 00:00:00

Algorithm RSA with SHA-1 Key Length 2048

Check Sum (MDS) D4:74:DE:57:50:39:A2:03:9C: 85:H3:C51C0: 65149 8A

Checksum (SHA1) SFiB7:EE:06:33:£2:59:DB:AD:0C: 4C: BA:E6: D3:8F: 1A: 61:C7:DC:25
B = L 3F "#' Add to Certificate List

& 551 PSE was saved (ICM was notified)

4

Trust Manager status bar showing the message SSL PSE was saved (ICM was notified)

above the certificate list for the standard SSL client

Import PSE certificates for the SSL client (Anonymous)

Step 13: Select the anonymous SSL client

1. In the left navigation pane, locate SSL client SSL Client (Anonymous)

under the System PSE tree.
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2. Select the relevant client node (for example, bwpblasl PB1 00) to
begin configuring the anonymous SSL client.

B pSE  Edt Goto Cedificate Enyironment System  Help ax
/] KE 000 A0 0%
Trust Manager: Change
% R
» B System PSE SSL dlent 551, Client (Standar
= 3 SNC SAPCryptolib Own Certificate
* % 551 server Standard i = ST
+ %€ < llent SSL Cllent (Anorymo = j.;, (, = n) T
* 55U dlent 5L Cllent (Standar 2 o
* [l bwpblas1_Ps1_00
* 3 SSL dlient WSSE Web Service Se Certificate List
+ 3 WS Securlty Standard & Subject
* 3 WS Security Other System Enary CN=VeriSign Class 3 Public Primary Certification Authority - G5, OU="() 200
* 3 WS Security WS Security Keys CNN=DigiCert Global Rook CA, QU=vw.digicert.com, Q=DigiCert Inc, C=US
* 3 SMIME Standard —Digi = ligic =Digi ZUS
= & File CN=DigiCert High Assurance EV Root CA, OU=www. digicert com, Q=DigiCer ~
+ 3 SSF Collaboration Integration =
* ¥ SSF Logon Ticket
123 Veri. PSE & Password
, Certificate
i subject CN=DigiCert High Assurance EV Root CA, OU=vw.digicert.com, O=DigiCert Inc._
Subject (Alt.)
Issuer (CN=DigiCert High Assurance EV Root CA, OU=wwaw.digicert.com, O=DigiCert Inc.
Serial Number (Hex.) 02:AC:5C:26:6A:0B:40:9B:6F: 0B: 79:F2:AE:46:25:77
Serial Number (Dec.) 3553400076410547519724730734378100087
Valid From 10.11.2006 00:00:00 to 10.11.2031 00:00:00
Algorithm RSA with SHA-1 Key Length 2048
Check Sum (MDS) 391B210319C1 851631051001 651491 8A
Checksum (SHA1) SF:B7:EE:06:33:E2:59:DB:AD: 0C: 4C: 9A:E6:D3:8F: 1A: 61:C7:DC: 25
(2} 3] @ “¥'Add to Certificate List
) SSL PSE was saved (ICM was notified) lsand 800 ¥ | bwpbtas1 | INS 6 4
v 7 ) B,

Trust Manager with SSL client SSL Client (Anonymous) selected in the navigation pane

Step 14: Create the anonymous SSL client PSE

1. Right-click the SSL client SSL Client (Anonymous) node and select
Create, if it is not already initialized.

2. In the configuration dialog, keep all options at their default values.
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3. Click Continue.

B pse  Edt Goto  Certificate  Enyironment System  Help =53
- =

(V] «EH 000 A0 0%

Trust Manager: Change

3 f

» I System PSE S5L client S51. Client (Standar

= 3 SNC SAPCryptolib Own Certificate

* 3 S5L server Standard Subject =P8 e Cler

+ 3¢ SSL 1t SS. Clent (Anoriymo ;.’;‘ e

~ i 5L kit 5S¢ Cllent (Standar Lol g

* [l bwpb1as1_ps1_00

* 3 SSL dlient WSSE Web Service Se  Gptificats e

* 3 WS Security Standard B Subject

* 3 WS Security Other System Encry CN=Verisin Class 3 Public Primary Certification Autherity - G5, QU="(<) 200.

* X WS Security WS Security Keys CN=DigiCert Global Root CA, Ol=www.digicert com, O=DigiCert Inc. C=US

* 3 SMIME Standard —Digi = g = Di = X
* &5 File CN=DigiCert High Assurance EV Root CA, OU=www.digicert.com, O=DigiCer +
+ 3 SSF Collaboration Integration - -

* ¥ S5F Logon Ticket

121 Veri. PSE @ Password
. Certificate
i Subject CN=DigiCert High Assurance EV Root CA, OU=wva.digicert.com, O=DigiCert Inc.
Subject (AlL.)
Issuer CH=DigiCert High Assuran

Serial Number (Hex.)
Serial Number (Dec)
Valid From
Algorithm

Check Sum (MDS)
Checksum (SHA1)

BAIE @

e EV Root CA, OU=wvaw.digicert.com, O=DigiCert Inc_
02:AC:5C:26: EA+0B: 403 9B 6F:0B: 791 P2:AR 1 46:25: 77
3553400076410547919724730734378100087

10.11.2006 00:00:00 to 10.11.2031 00:00:00

RSA with SHA-1 Length 2048
D4:74:DE:57:5C:39:B2:D3:9C: 85:83:C5:C0:65:49:8A
SF:B7:EE:06:33:E2:59:DB:AD: 0C: 4C: 9A:E6:D3: 0F: 1A: 61:C7:DC:25

%" Add to Certificate List

Trust Manager with SSL client SSL Client (Anonymous) selected, ready for initialization

Step 15: Import the PSE certificates for the anonymous client
Double-click the bwpblasl PB1 00 node under SSL client SSL Client

(Anonymous) to open its details. Then import the same four certificates you
imported for the standard client. For each certificate:

e Click Import certificate.
e Select the certificate file from your folder.

e Click Open.

e Review the certificate details in the lower pane.
e Click Add to Certificate List.
When prompted, click Allow to confirm the addition.
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Repeat this process for all four certificates, then click Save.

B pse  Edt Goto  Certificate  Enyironment System  Help

ificats ax
- = O %
(V] «EH 000 A0 0%
Trust Manager: Change
3 f
» System PSE SSL dient SSL Client {Standar
= 3 SNC SAPCryptolib Own Certificate
* 3 S5L server Standard Subject =P8 e Cler
+ 3¢ SSL 1t SS. Clent (Anoriymo ;.’;‘ e
~ i S5L it SSL Client (Standar Ll &
* [l bwpb1as1_ps1_00
* 3 SSL dlient WSSE Web Service Se Cltifictis st
+ % WS Security Stondard & Subject
* 3 WS Security Other System Encry CN=Verisin Class 3 Public Primary Certification Autherity - G5, QU="(<) 200.
* X WS Security WS Security Keys CN=DigiCert Global Root CA, Ol=www.digicert com, O=DigiCert Inc. C=US
+ % SMIME Standard —Digi e, il = Di 5
- & File CN=DigiCert Hi B\ Rogt CA, Q= 5 O-DiglCa +
+ % SSF Collaboration Integration = :
* ¥ S5F Logon Ticket
123 Veri. PSE & Password
. Certificate
i Subjet CN=DigiCert High Assurance EV Root CA, OU=wva.digicert.com, O=DigiCert Inc.
Subject (AIL)
Issuer (CN=DigiCert High Assurance EV Root CA, OU=wvaw.digicert.com, O=DigiCert Tnc_
Serial Number {Hex.) 02:AC:5C:26:6A:0B: 403 9B:6F: 0B: 79: P2:AE:46:25: 77
Serial Number (Dec.) 3553400076410547919724730734378100087
Valid From 10.11.2006 00:00:00 to 10.11.2031 00:00:00
Algorithm RSA with SHA-1 Key Length 2048
Check Sum (MD5) D4:74:DE:57:5C:39:B2:D3:9C: 85:83:C5:C0:65:49:8A
Checksum (SHAL) SFiB7:EE:06:33:E2:59:00:AD: 0C: 4C: A:E6:D3:6F: 1Az 61:07:DC:25
AEm ela 5" Add to Cestficate List

Trust Manager with the Add to Certificate List button highlighted for the first certificate
under the anonymous SSL client

Verify the configuration

Step 16: Check the completed setup

After you import and save the certificates for both the standard and
anonymous SSL clients, verify the following:

e All certificates are listed under the appropriate client nodes.
e The status bar displays "SSL PSE was saved (ICM was notified)".

The Trust Manager window should show the selected SSL client node (for
example, bwpblasl PB1 00 under SSL client SSL Client (Anonymous)). The Own
Certificate section shows CN=anonymous (Self-Signed). The Certificate List
section shows all imported certificates, with details such as subject, issuer,
serial number, validity, and algorithm.
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No further actions are required in the Trust Manager for ABAP systems at
this stage.

[ psE  Edit Goto Certificate E

ificats Enyironment  System  Help ax
/] KE 000 A0 0%
Trust Manager: Change L (Cri+s)
S N
» System PSE S5L dient SSL Client {Anonymo
* K SNC SAPCryptolib Ovn Cortificate
Subject =
E3152] (Seif-Signed)
+ [l bwpbtas1_PB1_00 Certificate List
+ 3¢ SSL client WSSE Web Service Se & Subject
= 0 W ety Sn e CN=VeriSign Class 3 Public Primary Certfication Authrity - G5, OU="(c) 200
* 3 WS Security Other System Encry C=DigiCert Global Rook CA, OU=vwww.digicert.com, Q=DigiCert Inc, C=US
* % WS Securlty WS Security Keys C=DigiCert Global Rook G2, Oli=www.digicert.com, O=DigiCert Ing, C=US
= 3 SMIME Standard CN=DigiCert High Assurance EV Root CA, OU=www. digicert com, Q=DigiCer ~
+ 2 File =
* % SSF Collaboration Integration =
* ¥ SSF Logon Ticket
=1 Veri. PSE & Password
. Certificate
i subject CN=DigiCert High Assurance EV Root CA, OU=vww.digicert.com, O=DigiCert Inc
Subject (Alt.)
Issuer (CN=DigiCert High Assurance EV Root CA, OU=www.digicert.com, O=DigiCert Inc.
Serial Number (Hex.) 027RC:5C:26:6A;0B:40:9B: 6F: 0B:79:F2:AE: 46:25: 77
Serial Number (Dec.) 35534000764105479197247307343 76100087
Valid From 10.11.2006 00:00:00 to 10.11.203100:00:00
Algorithm RSA with SHA-1 Key Length 2048
Check Sum (MDS) Da:174:0E: 391B210319C1 851631051 001651 49:8A
Checksum (SHA1) SFiB7:EE:06:33:E2:59:DB:AD: 001 4C: BAE6: D31 6F: 147 61:07:DC125
G2 HE] @ “§'Add to Certificate List
& SSL PSE was saved (ICM was notified) [sapd 800 ¥ | bwpbtas1 | INS & 4
2 gy B,

Trust Manager showing the completed configuration for SSL client SSL Client
(Anonymous), with all certificates listed and the status bar message SSL PSE was saved
(ICM was notified)

Step 17: Exit the Trust Manager

Make sure no unsaved changes remain, then close the Trust Manager
window.

Summary

You now know how to import a PSE certificate in SAP for both SSL client
nodes in the Trust Manager. You created the PSEs, added all four required
certificates to each certificate list, and saved the changes. The status bar
message "SSL PSE was saved (ICM was notified)" confirms that the ICM
received the update. This configuration supports secure SAP backbone
connectivity.
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