How to configure an audit log in SAP
with SM19 and review user activity
with SM20

Audit logging lets you monitor what users do in your SAP system. It matters
most when you assign broad access, such as the SAP_ALL profile, during
an emergency. This guide explains how to configure an audit log in SAP
using transaction SM19, how to review the results with SM20 and the
remote analysis screen, and how to manage the RSAU parameters that
control filters and file sizes.

Prerequisites
e You have SAP GUI installed and can log in to your SAP system.
e You can open the SAP Easy Access screen and run transaction
codes from the command field.
* You have enough disk space at the operating system level for audit
log files, because they can grow large over time.

Step 1: Open the SAP Easy Access screen

1. Launch SAP GUI and log in to your SAP system.

2. Confirm that the SAP Easy Access screen appears. The left panel
shows the SAP menu with folders such as Office, Cross-Application
Components, Collaboration Projects, Logistics, Accounting, Human
Resources, Information Systems, and Tools.
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3. Check that the main area displays "SAP DEMO SYSTEMS - THE
BEST-RUN DEMOS RUN IDES - IDES ERP".
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SAP Easy Access screen with the SAP menu and the IDES ERP demo system logo

Step 2: Open the Security Audit Log tool

SAP provides a dedicated tool to configure an audit log in SAP. You access
it with transaction code SM19.

1. Enter SM19 in the command field and press Enter.
2. Wait for the Security Audit: Display Configuration of All Instances
screen to appear.

The screen has two main sections:

e Status of Recording on Individual Servers: shows the server name,
release, status, current file size, and maximum file size.

» Filter section: lets you set selection criteria (Client, User), choose
audit classes, and select event types.
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The audit classes are Dialog logon, RFC/CPIC logon, RFC call, Transaction
start, Report start, User master change, and Other events. The event types
are Only critical, Important and critical, and All.
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Security Audit: Display Configuration of All Instances screen with server status and
filter options

Step 3: Set the filter criteria

Filters let you specify which users and clients to monitor. Each filter has its
own selection criteria:

e Client: Enter a specific client number, such as 800, to monitor all
users in that client.

¢ User: Leave the field blank to monitor all users, or enter a username
to monitor only that user.

The combination of Client and User determines what the filter monitors:

e If both fields are set to * (wildcard), the filter monitors all users in all

clients.

e If Clientis 800 and User is blank, the filter monitors all users in client
800.

o If Clientis * and User is subba, the filter monitors user "subba" across
all clients.

Generated with docsie.io
3/22



e If both Client and User are specified, the filter monitors only that
user's activities in that client.

For this example, set Client to 800 and User to subba. This configuration
monitors only the activities of user "subba" in client 800.
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Security Audit: Change Configuration of All Instances screen showing the filter for
Client 800 and User subba, with audit class and event options

Use filters to tailor audit logging to your organization's monitoring needs.
You can adjust the number of filters for more detailed monitoring. Always
review your filter settings before you activate audit logging.
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Step 4: Activate the filter

After you configure the filter (for example, Client = 800, User = subba), select
the Filter active checkbox. This ensures the system uses the criteria you
set for monitoring.
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Security Audit: Change Configuration of All Instances screen with Filter active selected,
Client 800, User subba, and audit class options visible

Step 5: Select the audit classes to monitor

Choose the types of activity you want to monitor for the specified user and
client:

e Transaction start: Monitors which transaction codes the user starts
in this client.

e Report start: Monitors which reports the user executes in this client.

e User master change: Monitors the changes the user makes to user
master records in client 800.
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You can also select other audit classes, such as Dialog logon, RFC/CPIC
logon, RFC call, and Other events, as needed.
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Audit class selection with Transaction start, Report start, and User master change
selected
Step 6: Choose the event severity to log
In the Events section, select the level of events to log:

e Only critical
e Important and critical
e All (recommended for comprehensive monitoring)
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Step 7: Open the detailed configuration

Click the Detail Configuration button to review and fine-tune which specific
events the system monitors. A window opens with a list of possible audit
events for the selected audit classes.
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Detailed configuration window showing the List of Possible Audit Events with Audit
Class, Event Class, and Recording Message Text

Step 8: Review and select specific audit events
In the detailed configuration window, review the list of possible audit

events. For each audit class, such as Dialog Logon, RFC/CPIC Logon, RFC
Function Call, Report Start, or User Master Change, you can:

e See the Event Class (Non-Critical, Important, or Critical).

* Read the Recording Message Text, for example "User Logoff", "User
6A Locked in Client 6A after erroneous password checks", or "User
6A Deleted".

e Select or clear the checkbox to enable or disable logging for each
event.

Examples of events you can monitor include:

e User logoff
e Failed logons, with reasons
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e User locked or unlocked

e Transaction and report starts and failures

e User master record changes, such as a password change or a
deleted user
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Detailed configuration window with specific audit events selected, including user
lock/unlock and report start events

Step 9: Save and distribute the audit log configuration

1. After you finalize your filter and event selections, click the Save icon
(floppy disk) in the toolbar.

2. In the Confirmation Prompt window, read the message
"Configuration Changed. Distribute to All Servers?"

3. Choose one of the three options:

e Yes: Distributes the configuration to all servers in your SAP
landscape. The settings you defined (for user "SUBBA" in client 800)
then apply consistently across all servers.

¢ No: Applies the configuration to the current server only.
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e Cancel: Aborts the distribution and returns you to the configuration
screen without saving changes.
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Confirmation Prompt asking "Configuration Changed. Distribute to All Servers?" with
Yes, No, and Cancel buttons; Filter 2 shows Client 800, User SUBBA, and the selected
audit classes and events

Step 10: Generate user activity to monitor

With the filter active, user activity is now recorded. To perform user-related
actions, run transaction codes such as SU0OI or SU10. To run a specific
program, use transaction code SU38.

1. Go to the SAP Easy Access screen.
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2. Enter the transaction code in the command field and press Enter.
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SAP Easy Access screen with the menu tree and IDES ERP logo, ready for a transaction
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Step 11: Review the security audit configuration after
the activity

Return to the Security Audit: Display Configuration of All Instances screen
to check the updated status. Look for changes in Current File Size or other
audit indicators. For example, the file size may increase, which indicates

new log entries.
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Security Audit: Display Configuration of All Instances screen showing the updated file

size and filter criteria

Step 12: Check the audit log locally with SM20

To check what actions a user has performed, use transaction code SM20.

On the Security Audit Log: Local Analysis screen:

NS

Enter the date and time range, for example 08/19/2007 11:00:00.
Enter the User, for example subba.
Optionally, specify a transaction code or terminal.

Select the Audit classes, such as Dialog logon, RFC/CPIC logon,

Transaction Start, Report start, User master change, and Other

events.

5. Under Events to select, choose "All".
6. Set the number of pages for individual entries, for example 80.
7. Set Output to: "Screen”.
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8. Click "Settings" or "Message filter" as needed to refine your search.
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Security Audit Log: Local Analysis screen with user subba, date/time range, audit

classes, and output settings

Step 13: Set the criteria for a systemwide analysis

To analyze the audit log across all application servers, open the Security
Audit Log: Remote Analysis for All Instances screen. It offers options to
reread, redisplay, or read the audit log. The "Imported audit log entries"

field shows the number of entries, for example 9.

1. In the "Selection" section, enter 08/19/2007 11:00:00 as From date/time

and 08/19/2007 as To date/time.

2. Enter SUBBA as the User. You can also use the Transaction Code

and Terminal fields for further filtering.

3. Inthe "Audit classes" section, select Dialog logon, RFC/CPIC logon,
RFC call, Transaction Start, Report start, User master change, and

Other events.

4. In "Events to select", choose "All".
Set the number of pages for individual entries to 80.
6. Set Output to: "Screen".

o
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7. Optionally, click "Settings" or "Message filter" to refine your search.
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Security Audit Log: Remote Analysis for All Instances screen with user SUBBA,
date/time range, audit classes, and the Systemwide option
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Step 14: Include all application servers

Click the "Systemwide" button to include logs from all application servers.
This matters if your SAP system has multiple application servers, because
checking only one server may not give you a complete picture.
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Systemwide option highlighted on the Security Audit Log: Remote Analysis for All
Instances screen
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Step 15: Run the log analysis

After you set your criteria, click the appropriate button (for example, "Read
Audit Log") to run the analysis. The system processes your request and
displays the results.
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Security Audit Log: Remote Analysis for All Instances screen with the selection criteria
set and ready to run

Step 16: Review the audit log results
The results screen shows a table with these columns:

e Time: Timestamp of the event, for example 12:52:51.

e Server: Server name, for example advit DEP 00.

e Cat: Category, for example DIA.

¢ No: Number, for example 800.

e Transaction Code: The code executed, for example SU01, SU10,
SU38, or SM19.

e Terminal: Terminal or user, for example samanyu.

¢ MNo: Message number, for example AU3.

e Text: Description, for example Transaction SUO1 Started or Report
SAPMSUUU Started.
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The lower section summarizes the number of records read, selected, and
printed. It also lists the processed audit files with their paths, and the
selection criteria and contents.
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Security Audit Log: Remote Analysis for All Instances results screen showing
transaction codes and reports started by user SUBBA
Use the results to determine which transaction codes were executed, which
programs or reports were started, and the sequence and timing of user
actions. The audit log shows the program or transaction name, but not the
detailed actions performed within each transaction.

Step 17: Deactivate the filter when you no longer need
it

To stop logging further actions, return to transaction SM19 and deactivate
the filter.

Step 18: Understand the SM19 filter limits

In SM19, you typically see only two filters: Filter 1and Filter 2. These filters
define which activities to log based on client, user, audit classes, and event

types.
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You could keep a filter active indefinitely and use wildcards (* *) to log all
activities for all users and clients. This requires enough disk space at the
operating system level, because audit logs can grow large over time.

The Status of Recording on Individual Servers section in this example

shows:

e Server Name: advit_DEP_00
e Status: *

¢ Current File Size: 3,320 KB
¢ Maximum File Size: 976 KB
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12:82°5 1aloofasn|sEse  fsamanyu A3f Transaction SE36 Started
12523 sloofssalsess  [samem v BUli{ Raport RSABAPPRORAN Started
12 52 48| acvi1_bEF_00 oialoo|senlsess  fcamanyu AU| Report. REPARAR Start
12:52°50) stvit_DEP_00 012 0| 890 sE38 samany B | Reort RSFFEAR Started
12:53: 05| advit_bEP 8 BN ENED samanyy AU3| Transaction SM14 Started
NuRber of Records Read ”
Husber of fscords Sela 1
Further Selection:
NuBber 0T Racords Aead 9
Nuaber of facords Selected.... 9
Nunber of Records Printed ]
Processed Audit Files
advit_DEP_00
BE009T C.\usr 540 \DEP\DVEBNGSEDY 100120070819 AUD 5900900917 0B9BEIT0NT Conplets
1ty Audit Log. Remnte Analysis for AT1 Instances ]
bt
Gontants Page - st Ena
Selection Criteria
2 19.08 2007 12:52:21 - 125305

tantent 3

Wl ot Progras

_Plwo B ws] |7

Security Audit: Display Configuration of All Instances screen showing Filter 1and Filter
2, with status and file size information for server advit_DEP_00

Step 19: Review the RSAU parameters

1. Open the Display Profile Parameter screen in SAP.
2. Use the Find function to search for rsau parameters.
3. Review the parameters related to audit logging, such as:

e rsau/max_diskspace/local

e rsau/max_diskspace/per day
e rsau/max_diskspace/per file
e rsau/selection_slots
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Note the current values and paths, such as the log directory C:
\usr\sap\DEP\DVEBMGS00\log.

rsau/user-selection
rsau/SQL-Audit/filename
rsau/SQL-Audit/filesize
rsau/SQL-Audit/logdir
rsau/SQL-Audit/switch
rsau/enable

Paraneter nane User-defined valug ysten default value
DIR_ATRA ©:1usr V9 EPVDVEBNGS 00\ dsta Si0IR0AT)
DIR_AUDIT ©\USTA83p10EP\DVEBNGS0E 1109 (Detault)
DIR_BINARY §: VU3 sap DEP1SYS \8xe ) run mmszcur £)
I € \usrisap\oc) unsmm):cns
DIRCCT_LOGEING € \usrlsap DEPISYS T ol :(nm 8L
iR CT- ik \umnp\nzr\mmemmunan :muxuw} HUCINTISSE
DIR_DATA C e \83p 1 DEP\DVEBNGE 00 data (DetauTt)
DIR_DEHS € \usrisaptDER|EYS\SAPDE (nmmtl
1R_EPS_ROOT Maavitisapmnt transices \§ (SAPTRANSHOST) \sapant \trans \EPG
n|um:mnaLz eEnm ;(nlwz_ﬁunm (EXETYPE)
XE_ROOT B wu-mmzmm ciran
nm_zmm  Yuer s apADEPOVEBRGS001Gta ${DIR_DATH)
DIR_GEW G Ve \59p | DEP1BYS\gen\ abg $D1ESEN_RO0T) \omg
01R_GEN_ROT £ \uer}sspLDEPSYE gen
DIR_GLOGAL © lusrisap\DEP5YSiglobal (n o 1:
DIR_GRAPH_EIE £ usc\sap)DER1 Y5 axekrun £ (018 _EXECUTABLE)
DIR_GRAPH_LIE C \sr 1539 ADEP | 5YS LexeArun $OIR EfEThaE)
D IR_HONE. £ \usri53p\DEP DVEBRGS 00 vwork (Detault)
DIRCIMETALL G- \usr\sap\ DEPSYS Ha.mwusm‘rmi(sAmsTmAn:)\m
DIR_INGTANCE L § (LOCALHOSTPATH) § (SAPSYSTENNANE) \§ { INSTANGE_WANE)
DIR_LIBRARY £ usr \sap DEP mxuxs:umﬂ;
DIR_LOSGING 6 \uir\“pWEP\WEII!EEBEHw (Default)
DIRCREMR INSPECTOR ©:\usr 16391 DEP DVEBNGSBR\ 0t muuma)
01R_0RADES
DIR_ORAHONE G- loraclatorasy
DIR_PAGIHG £ usr \sap| DEF\DVEBNG0B \data
0IR_PERF. ©:1usrASap\PRFELOS. mnmunsmm)mm.nn
DIR_PROFILE G \usrissp EPISTSiprotile (Iafmh.)
DIR_PROTOKOLLS G \uSTi59p\ DEP\DVEBNG00 1109
DIR_PUT 6 lusrisaptput [
DIR_RECAS € \uor\aap\DEPADVEBNGSOO data §(01F_ON
DIR_AOLL .\t \aap | DEPIDVEBNGSOB data § (01!
DIRZRSTH ©11u8r \5apDEPISYS \exe\run § (D IR_EXECUTABLE)
DIR_SAPUSERS
DIR_SOH_HONE. G- usrisap DEP\5Y5 s [
DIR_GEF
DIR_SETUES ©: \usr 16ap DEPISYS e o 1o t(nmnms:
DIR_SORTTHP €. \usr453p 0ER DVESNGSOD\ Ot s § (DIR_DATA)
DIR_souRce G \uSC AR DEPISYS s (Detautt)
©:Jusrisapitrans L P
:umm_ms_n
ke el el
ES/SHin_BASE_ADI o
zmmunsu 4
E§i$iUl!F_ELKJ| N o
SHH_DISC_BLOCK_PER_SEG 2z
sstsun.nn 5 1024
E5/5H1_DISC_SEG_INIT_GNT 100
ES/SHN_D1SC_SEG_HRT 085

=
i
Bl
=
& 1800 fll[ oo [ W5 |7

SAP Display Profile Parameter screen with the Find dialog showing RSAU-related

parameters and their values
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Step 20: Adjust the number of selection slots

The parameter rsau/selection slots controls how many filter tabs SM19
displays. If you set rsau/selection slots = 10, SM19 displays 10 filter tabs. If you
set it to 12, SM19 displays 12 tabs. Adjust this value according to your audit
requirements.

e ey sesgmy

@ — s e Cpeanos Op oF
Display Profile Parameter

et s

Profile parassters valid fn the c t 1 —— 2
‘Param Name |

Faranstar nane Ugersgetingd valus Systen detault valus

DIR_ATRA Gy st ER IVEBEED8 ot bOIDATY)

O1R_AUDIT S HEweih oy

DIR_BINARY um sxscurmz:

§ (LOCALHDST] PAHI)EEIﬁ

DIR_CCHS

DIRLCT_LOSGING a10ba1 $(DIR_SLOBA

DIR_CT_AUN 5¥5texs NUCANTI385 § (DIR_ELE. nnnr) ANIC{NTI366
::Hm (Default)

DIR_EPS_ROOT
nluxﬂ:uum.z

116 (SAPTRANSHOST) L apant i trans\EPS
§ (DIR_EXE_ROOT) VS (EXETYPE)
(DerauIt)

§ (DIR_DAT,

m BoTAACT (DIR_DATA)
£ {01R_GEN_ROOT) \dtig
tault)

DIR_EN_RO0T €
iR 6LOBAL fa \sin\umm\gmav (DeTault)

DIR_GRAPH_EXE C:\uErisaptDER|SYS exeirun § (DIR_EXECUTABLE)
DIR_GRAPH_LIE ijur \ssn\DEP\WS\m run § (DIR_EXEGUFABLE)
DIR_HONE € usrisa e Detoult
DIRCINSTALL c \usv‘\ssn\DEP\ § (GLUBALHOSTPATH) § (SAFSYSTENNANE) \5VS
DIR_IKSTANCE € Jusrisa mzmvcaneaun § (LOCALHOSTPATH) § (SAPSYSTEMMANE) 1§ { INSTANCE_WANE)
LIRCLtoRARY e § (DIR_EXEGUTABLE)
DIR_L0G6ING (Detault)
DIR_MENDRY_INSPECTOR §(017_0ATA)
DIR_0RADES ROBHST1
DIR_ORAHONE \oragz unknosn
DIR_PAGLNG usrisap| DEP) DVERNGS 0B L dat s § (DIR_DATA)
U IR_PERF usr\sapt PRFCLOS Nmnwuswm)wrcms
DIR_FROFILE SDEPISYSAproTile 1t)
DIR_FROTOKOLLS AT ( 1t)
BIR_PUT F(ELMILHHSIPITM wt
DIR_REORS ¢ \ s un\DEPW EESOR ont twm 04T }
DIR_ROLL 17_0AT/
DIR_RSIN c Vi \san\DEP\m\m m ;(Bm nzcurmﬂ
DIR_SAPUSERS
DIR_SON_HOME £:\usr V63 \DEP1 VS Asilh faasy
DIR_SEP
DIR_SETUPS G \usr\s9p DEPISYS \prori fo mlununm
b IR_SORTTNP € \usri53p1 DEP\ DVESNBS08) 0t §(DIR_DATA)
DIR_SOUACE € usrisap DEPISYStare {Default)
DIR_TEM
C\uer LsapItrang 11§ (EAPTRANSHDST) 15 apant\trane

ERiTOTAL _S1ZE_NB 262144
ENHA_Ldent 11 nane
E5/5HH_BASE_ADOR o
ES/SH_DISC_BLK_HAX 1
ES/SHN_DISC_BLK_HIN o
s !LMSSJLUU( LFERSEG H

SEGNE 1024
:sasms e SE6_ . _oNT ] ,
E5/5HH_D15C_5EG_NAT 4035 o
[EIXGRIR) _Fleobaemims] [/

Find dialog in the Display Profile Parameter screen highlighting rsau/selection_slots and
related parameters

Step 21: Apply and verify the parameter changes

1. After you adjust the RSAU parameters, save your changes.

2. Restart the SAP instance if required for the changes to take effect.

3. Return to SM19 and verify that the number of filter tabs matches the
value in rsau/selection_slots.

Test parameter changes in a non-production environment before you apply
them to live systems.

Step 22: Monitor audit log file growth

If audit logging is enabled for all users, the audit log files grow rapidly. The
more users you log, the faster the files reach their maximum size. When the
maximum is reached, additional log files are created as configured, but
performance issues can still occur if you don't manage this.
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1. Return to the Security Audit: Display Configuration of All Instances
screen.

2. Check the Current File Size and Maximum File Size columns for
each server. In this example, server advit DEP 00 shows a current
size of 3,320 KB and a maximum of 976 KB.

3. If the current size exceeds the maximum, the log files are growing
too quickly, likely because of high user volume.

- HEE
 parameters EoilGofo System Hielp

@ —nilcoe CRNE B0 D0 OB

Display Profile Parameter

Paranster nane User-defined valua Systea default value
DIRATRA € 1usr\§3p EP DVEBNGS 0B\ dsta § (01R_0ATH)
DIR_AUDLT € \usrisapiDEP\DVERHESOD! 10g (Detsult)
DIR_BINARY 2 \USP 159 DEPTSYS 8x\ Fun §(DIR_EXECUTABLE)
DIR_CONS £ lusrisaprOENS § (LOCRLHOSTPATH) CGNS
DIRCCT_LOGGING € usrissp DEPISYS aTobal & (017_SLOBAL)
DIR_CT_RUN £ \usrl5apiDER|5YS exe NUCANT 1386 § (DIR_EXE_RODT) \NUCINTL285.
DIR_DATA € \uer\89p A DEP\DVEBNGS DD gata (DetauIt)
IR DbeHS € \usrisaptDER|EYS\SAPDE (Detault)
DIR_EPS_ROOT ViadviLisapantitrans|EPS \\i(:nmwwn;\m-mtrsns\EP:
DIR_EXECUTABLE © \usri5ap) DEPISYS\exe run & (DIR_EXE_ROOT) \§ (EXETYPE)
DIR_EXE_RODT £:\usrisapiDEPISYS exe (DeTaalt)
DIR_EXTRACT €. \uEr159p 1 DEPDVESNGSDE\ Gt s § (DIR_DATA)
DIR_GEW G \usr\59p \DEP15YS \gen\ abg & (DIR_GEN_ROOT) Vg
DIR_6EN_AD0T £ \usr}5spLDEP SV, (Detault)
DIR_GLOBAL € \usr\sag)DEP\SYS\gT obal (Default)
DIR_GRAPH_EXE € \usri5ap DERISYS\exe run §(D1R_EXECUTABLE)
DIR_GRAPH_LIE ©1uSr\6ap DER ST exsArin & (01R_EXECUTABLE]
0 IR_HONE € \uer 15301 DEP DVEBHES0D \ work (e
DIR_INSTALL G Vusrsap\DEPEYS & (GLOBALHOSTPATH) § (SAPSYSTEHNARE) \SYS
DIR_IHSTANCE € \usrisap} DEPI DVERNG0D § (LOCALHOSTPATH) § (SAPSYSTEMNANE) 1§ {INSTANGE_NANE)
TBRARY £:1usr \5apLDEPIBYS axe\ runy 4 (DIR_EXECUTABLE]

DIR_LOSGING € Vusrisap) DEPIOVEBNGSOD  Tog. (Default)
DIR_NENORY_INSPECTOR G Vusr 1599 DEP DVEBNESOD\ 0t § (DIR_DATA)
017_0RADAS ROBHETT
DIR_ORAHONE © \oracletorag? unknoan
DIR_PAGTHG € \usri5ap1 DEP\ DVESNGEA\ data §(DIR_DATA)
DIR_PERF £ \usr 1539 1 PRFELOS § (LOCALHOSTPATH) PRFCLOB
DIR_PROFILE C:\usrisap DEPISTS proti e Detault)
DIRZPROTOKOLLS © \usrisap| DEP|DVEBHGE0R\ 109 (Default)

X 6 \usrisapiput £ (5LOBALHOSTPATH) put
DIR_REORS C: \usr \5ap\DEF\ DVEBHESD\ data §(DIR_DATA)
DIR_FOLL €. \usrisapt DEPDVESNBSOB  dats § (DIR_DATA)
DIRZRSTH 181 \6ap DERISYS exe\runy § (PIREXECUTABLE)
DIR_SAPUSERS
DIR_ 50 HOKE £ \usrisapi DEPSYS sdn (Defaut)
DIR_SETUPS ©: \usr 15ap DEPISYS e o 1o & (DIR_PROFILE)
DIR_SORTTN? €. \usr453p 0ER DVESNGSOD\ Ot s § (DIR_DATA)

OURCE. G Vs \59p  DEP1SYSASTE (Deraut)
o1R_TENP
©:Jusrisapitrans 11§ (SAPTRANSHDST) \sapant\trans

EN/TOTAL_S12E_ME 262144
ENHA_I ot 11ar none.

/SHH_BASE_ADDR 1]
ES/SHH_DISC_BLK_HAX 4

5/5HH_DISC_BLK_MIN o
E5/5HM_UISC_BLOCH_PER_SER H
ES/SHH_DISC_SEGNERTS 1024
ES/5HH_DISC_SEG_INIT_CNT 188
E5/5HN_D 156_5E6_HAT ngs

Security Audit: Display Configuration of All Instances screen showing a file size that
exceeds the maximum

If audit log files exceed their maximum size, the system may experience
errors, dumps, or degraded performance. Customers may encounter
performance-related problems if log file management is not properly
configured.
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Step 23: Keep the configuration available for audits

The audit log settings and file size monitoring are essential from an audit
point of view. Make sure the configuration is documented and available to
auditors as needed.

 consreson e g graomnen_ s s iala| SAP

o
(] T il eee CHE Bohs BE @B
_ Security Audit: Display Configuration of All Instances

e

ST s 17

Security Audit: Display Configuration of All Instances screen with audit filters and file
size details

Summary

You now know how to configure an audit log in SAP. You set filters in SM19,
activated them, selected audit classes and events, saved and distributed
the configuration, and reviewed user activity with SM20 and the
systemwide remote analysis. You also learned how the RSAU parameters
control the number of filters and how to watch file sizes. Monitor disk usage
and adjust your filter settings to balance audit requirements with system
performance and storage.

What's next

e Review the audit log results regularly to see which transactions and
reports users started.

e Adjust rsau/selection_slots if you need more filters for detailed
monitoring.

e Check the current and maximum file sizes on a regular basis.
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e Deactivate filters in SM19 when you no longer need to log activity.
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