How to enable audit trail in Oracle EBS

This guide shows you how to enable audit trail in Oracle EBS (Oracle E-
Business Suite) and verify that it works. You activate the AuditTrail profile,
choose the table and columns to audit, set up an audit group, run the
AuditTrail Update Tables report, and validate the group. You then change a
receipt's customer and read the change history in the shadow table.

The example audits the PAY FROM CUSTOMER column of the
AR CASH RECEIPTS ALL table in the Receivables application.

Prerequisites
Before you start, make sure you have the following:

e Access to the System Administrator responsibility in Oracle
Applications.

e Access to Oracle SQL Developer, to review the setup script and run
verification queries.

e Atable to audit that has a primary key. This guide uses
ar_cash receipts_all with the column pay from_ customer.

e Access to a Receivables responsibility that lets you open the
Receipts form, if you want to test the audit trail with a real change.

Part 1: Set up audit trail

Step 1: Review the steps to enable audit trail
In Oracle SQL Developer, open the file 00 steps enable audit trail.sql. The
script lists the six key steps for enabling audit trail:

1. Activate AuditTrail profile: Set to Yes (site level).

2. Setup Table and columns to audit: Ensure the table has a primary
key.

Setup audit group.

Verify that the application (module) is Audit enabled.

Run AuditTrail Update Tables report to enforce the setup.

Run AuditTrail Report for Audit Group Validation to check if all
objects are valid.

A

At the bottom of the script, note the test configuration:
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e Table: ar cash receipts all
e Column: pay from customer

Functions

‘Oracle Applications Manager:
Oracle Applications Manager Administrator Menu

+ Oracle Applications Manager Top Ten List
+ Concurrent
4 |+ Profile
== Applicaii[%l
+ Install

+ Requests
+ Workflow
'+ AK
Define Profile Options
+ Security
+ Generic File Manager
+ System Administration
Forms Personalization

Record: 141

Oracle SQL Developer window showing the six steps to enable audit trail and the test
table and column details

Step 2: Open Oracle Applications Manager

1. Launch the Oracle Applications interface.

2. Select the System Administrator responsibility.

3. Inthe Navigator window, select Oracle Applications Manager from
the menu.
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4. Click Open.

Functions umen
Oracle Applications Manayer:
Oracle Applications Manager Administrator Menu
+ Oracle Applications Manager Top Ten List
+ Concurrent
% | |+ Profile

+ Applicaiilﬂ\h
+ Install

+ Requests
+ Workflow
+ AK
Define Profile Options
+ Security
+ Generic File Manager
+ System Administration
Forms Personalization

o =0GC

Navigator menu with Oracle Applications Manager selected

Step 3: Enable audit trail by setting the AuditTrail profile option

1. Inthe Oracle Applications window, open the Profile System Values
form.

2. In the Find System Profile Values dialog, make sure the Site
checkbox is selected under Display.

3. Enter AuditTrail% in the Profile field.

4. Click Find.
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5. In the results, set the value for AuditTrail:Activate at the Site level to
Yes.

ORACLE

Functions
Profile:
Update system and user profile options

+ Oracle Applications Manager 1 Top Ten List
+ Concurrent 1. Profile System Values

& |+ Profile

+ Application
| Inl:all
+ Requests
+ Workflow
+ AK

9
+ System Administration
Forms Personalization

Record: 171 <0SC

Find System Profile Values dialog with AuditTrail% entered and the Find button
highlighted

Step 4: Open the Audit Tables setup

1. Return to the Navigator window.
2. Select Security > AuditTrail > Tables.
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3. Click Open to access the Audit Tables setup.

Help

QPR INE 28 e R

Column Type Primary Key

AR_ACTION_MOTIFICATIONS Recevables
AR_ACTIVITY_DETAILS Receivables
AR_ADJUSTMENTS_ALL Receivables
AR_ADJUSTMENTS_REP_ITF Recervables
AR_AE_ALLOC_REC_GT Recewables
AR_AGING_BUCKETS Receiables
AR_AGING_BUCKET_LINES_B Recefables
AR_AGING_BUGKET_LINES_TL Receivables
AR_AGING_EXTRACT Receivables
AR_AGING_MFAR_EXTRACT Receivables
AR_AGING_PAYMENT_SCHEDULES Recevables

es In full lis

Navigator window with Security > AuditTrail > Tables selected

Step 5: Select the table to audit

1. In the Audit Tables form, click the search icon or field next to Table
Name.

2. In the Find dialog, enter ar% to filter the tables. The list shows tables
under the Receivables application.
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3. Refine the search by entering ar%cash rece% to locate the
AR _CASH RECEIPTS ALL table.

i elf

DI SWe@E 1 L5852

Column Type

plication Name |

AR_ACTION_NOTIFICATIONS

AR_ACTVITY_DETAILS Receivables
AR_ADJUSTMENTS_ALL Recevables
AR_ADJUSTMENTS_REP_ITF Receivables
AR_AE_ALLOC_REC_GT Receivables
AR_AGING_BUCKETS Receivables
AR_AGING_BUCKET_LINES_B Receivables
| AR_AGING_BUCKET_LINES_TL Receivables
AR_AGING_EXTRACT Receivables
AR_AGING_MFAR_EXTRACT Receivables
AR_AGING_PAYMENT_SCHEDULES Recerables
AR_APFROVAL ACTION HISTORY __ Recefvables

Find dialog with ar%cash_rece% entered, listing AR_CASH_RECEIPTS_ALL and related

tables

Select AR_ CASH_RECEIPTS ALL from the list and confirm. The Audit

Tables form populates with these values:

e User Table Name: AR CASH RECEIPTS ALL
e Table Name: AR CASH RECEIPTS ALL

e Application: Receivables

e Description: Detailed receipt information

Generated with docsie.io

6/40



Next, in the Audit Columns section, click to select columns for auditing. In
the Columns dialog, search for columns (for example, enter % to list all).
The dialog shows the available columns, their types, and their primary key
status.

ol e e o

© il TatiEs

PETRETENE M AR CASH_RECEIPTS_ALL
AR_CASH_RECEIPTS_ALL
[ Receivables
10| Detailed receipt information

Column hame

I ADDRESS_VERIFICATION_CODE Varchar2
AMOUINT MNurnber
I ANTICIPATED_CLEARING_DATE Drate
I APPLICATION_NOTES Warchar2
I APPROVAL_CODE Varchar2
ATTRIBUTEY Varchar2
ATTRIBUTETOD Varchar2
ATTRIBUTE Varchar2
ATTRIBUTE12 Varchar2
ATTRIBUTET3 Varchar2
ATTRIBUTE14 Varchar2
ATTRIBUTE1S Varchar2

\archary

Audit Tables form with AR_CASH_RECEIPTS_ALL selected and the Columns dialog listing
available columns

Step 6: Configure the audit columns
In the Audit Tables form, verify that the correct table is selected:

e User Table Name: AR CASH RECEIPTS ALL
« Table Name: AR CASH RECEIPTS ALL

e Application: Receivables

e Description: Detailed receipt information

In the Audit Columns section, confirm that the column
PAY FROM CUSTOMER is listed with these values:

e Column Name: PAY FROM CUSTOMER
e Column Type: Number
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e Primary Key: Checked (v)

The status message at the bottom reads FRM-40400: Transaction complete: 1
records applied and saved. This message indicates the audit column selection

has been saved.

ORACLE

e Edi ap dFdo el

HYP0IE g 1 [ LB9 2512

0 AR_CASH_RECEIPTS_ALL
AR_CASH_RECEIPTS ALL

P&YMENT_TRIN_EXTENSION_ID
Pa_FROM_CUSTOMER Nurnber

1 124)
ListofValu

<05 C=

Audit Tables form with the PAY_FROM_CUSTOMER column selected and saved as
primary key

Step 7: Add more columns to audit (optional)

1. In the Audit Columns section, click the search field.

2. In the Columns dialog, use the Find field to filter columns. For
example, enter paY%.

3. Review the filtered list:

e PAYMENT SERVER ORDER NUM (Varchar2, not a primary key)
e PAYMENT TRXN EXTENSION ID (Number, not a primary key)
e PAY FROM CUSTOMER (Number, primary key)
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4. Select the columns you want and click OK to add them to the audit
list.

il el T Y

B

FESRETIEN I AR CASH_RECEIPTS_ALL
& AR_CASH_RECEIPTS_ALL
;| Receivables
i Detailed receipt information

I PAYME] Number
PAY_FROM_CUSTOMER Number

Infull list 124)

Columns dialog showing filtered results for paY % with column types and primary key
status
Step 8: Create or assign an audit group
Open the Audit Groups form and enter the following details:

e Application Name: Receivables
 Audit Group: Demo AR CASH RECEIPTS ALL
e Group State: Enable Requested

e Description: Leave blank or enter a relevant description.
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The Audit Tables section lists the tables associated with this group once
configured.

B

(NESTE SR ELE AR CASH_RECEIPTS_ALL
AR_CASH_RECEIPTS_ALL
Receivables

Mumber

ulllist 124)

Audit Groups form with Receivables, Demo AR_CASH_RECEIPTS_ALL, and the Enable
Requested state

Step 9: Open AuditTrail Installations

1. In the Navigator - System Administrator window, expand Security >
AuditTrail > Install.
2. Select Install and click Open to go to the Audit Installations setup.

The Top Ten List on the right highlights these items:

3. Profile System Values
4. Audit Tables
5. Audit Groups
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6. Audit Installations

== -
ORACLE

AR_CASH_RECEIPTS_ALL
AR_CASH_RECEIPTS_ALL
Receivables

Detailed receipt information

I PAYMENT_TR¥H_EXTENSION_ID Number
PAY_FROM_CUSTOMER Murber

Navigator window with AuditTrail > Install selected and the Top Ten List visible
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Confirm that Audit Installations is highlighted in the Top Ten List, then click

Open to access the Audit Installations form.

Functions
Security:AuditTrail:Install
Define Audit Installations

Define Profile Opfions
- Security
+ User
+ Responsibility
+ ORACLE
- AuditTrail
Install
Groups
Tables

Web PL/SOL
+ Generic File Manager
+ System Administration
Fnrms Parsanalization

+ Audit Trail Reporting

|
-
=

type the 4 keyto open Auditinstallations

I:l

Top Ten List

1. Profile System Values
2. Audit Tables

3. Audit Groups

4. Audit Installations

ORACLE

Navigator window with Audit Installations highlighted in the Top Ten List

Part 2: Apply and validate the audit setup

Step 10: Run the AuditTrail Update Tables report to enforce the

setup

1. Open the Submit Request form.
2. In the Reports section, enter %audit% in the Find field to filter the
available reports.

3. Select AuditTrail Update Tables from the filtered list.
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4. Click OK to proceed.

At these Times...

BUEUERGIA o0 ok Senice Audit Data
Signon Audit Concurrent Requests
Signon Audit Forms

Signon Audit Responsibiliies
Signon Audit Unsuccessiul Loging
Signon Audit Users

Upon Cornpletion. .

Layout
INotify
Print ta

Submit Request form with the AuditTrail Update Tables report selected

Step 11: Monitor the AuditTrail Update Tables request
In the Requests window, monitor the status of the submitted request.
Initially it shows these values:

e RequestID: 7465008

¢ Name: AuditTrail Update Tables

e Phase: Pending

e Status: Standby (highlighted in green)
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Review the other requests in the list for their completion status. Once the
request completes, use the View Log button to check the log details.

i) Oracle Applicationss

2Ol S8 SEIE D A58 7 al?

Refresh Data Find Requests 1 ‘Submit & New Request, .
M  |AuditTrail Update Tables
7465000 |DOM Serial Sync Index Ff Completed  [Normal
7464998 [DOM Serial Sync Index F| Completed  [Normal
|7464936  |AuditTrail Report for Aud Completed _|Normal XLE_ENTITY_PROFILES, FN|
- [7464995 AuditTrail Report for Aud {Completed jNo_rmal AP_INVOICE_Audi_demo, Fi
7464994  |AuditTr rg_i_l_!._!pd'm Tables| _ {Completed mﬂg_n!_lgl I | B
7464961 AuditTrail Update Tables Completed  |Normal
7464960 AuditTrail Update Tables Completed  [Normal
|
Hold Request Wiew Detalls... Wiew Oty
Cancel Request Diagnostics Wigw Loa.,,

Requests window showing the AuditTrail Update Tables request with Pending and

Standby status

Step 12: Confirm the request completed

In the Requests window, verify that the AuditTrail Update Tables request

(Request ID: 7465008) now shows these values:

e Phase: Completed
e Status: Normal
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Review the list of recent requests to make sure all relevant AuditTrail jobs
finished successfully. If you need more information, use the View Details,
View Output, or View Log buttons.

elp
(R I BEI G a2

Copy...

T 5 : ; : k——_\-

CE e ADS Dey
| ADS Dey
ADS Move Demantra Dates
GHRLERE 4Ds 0DP OLAP Request
ADS Process To Discrete Transfar
8| ADS Reset ODF Status
ADS Update Process 1o Discrete Trigaer
‘ Aclive Responsibilites and Users
Aclive Users
VLN 2nalyvze All index Column Statistics
[Motify Analyze Impact Data
8l Analyze Impact Data 2
| :\nalvze Meny Tree Affected

Af these Times

Upan Cormpletion .

Print to

noices nfull list: 206)

Requests window showing the AuditTrail Update Tables request completed with Normal

status

Step 13: Submit the audit group validation report

1.

2.

Open the Submit Request form.

In the Reports dialog, use the Find field to filter reports. For example,
enter a%.

Review the filtered list of available reports, such as ADS ALTER
MIRRORPRICE TRIGGER, ADS Kill ODP Session, Analyze All Index Column
Statistics, and Analyze Impact Data.
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4. Select the report for audit group validation, AuditTrail Report for
Audit Group Validation, and click OK.

W\ bz > i]. Hormne |“' hitpilae

= & localhostlocaldomain: 6000/ 04 _CGIF

gul3=\IS 1\r;:\iﬂl\acl_eE.-Bu_sil_'l_Elg./S..._ |;‘;L_g_gaaﬁpl;;_ty_pa_ails | | http:/flo..575223661 = | + ﬁ:__-ﬂ- e

WRR.exe temp_id=1575223861 c - Bing

Application Object Library: Version : 12.0.0
Copyright (c) 1979, 1999, Oracle Corporation. All rights reserved.

FNDATRPT module: AuditTrail Report for Audit Group Validation

Current system time is 09-MAY-2014 18:38:33

TEStarts*T09-MAY-2014 18:38:34
**Ends**09-HAY-2014 18:38:34%

Start of log messages from FND_FILE

Profile Option AuditTrail:Activate is ¥

Audic Group Name is Demo AR _CASH_RECEIPTS_ALL

Audit Group Table AR CASH RECEIPTS ALL is not missing any columns present in shadow table AR_CASH RECEIPTS_ALL A
Ahudit Group Table AR CASH RECEIPTS _ALL is not present in any other Audit Groups

- Audit Group Table Name = AR CJ\SH RECEIPTS_LLL

- Audit Group Oracle Usernsme : AR i= Au.dlt, Enahled

— Audit Group Table ¢ AR _CASH_RECEIPTS_ALL is VALID

-  hudit Group Table Synonym ¢ AR_CASH _RECEIPTS_ALL is VALID

- hudit Group Shadow Table :  AR_CASH RECEIPTS_ALL_L 1s WALID
- hudit Group Shadow Table Sy‘nonym AR_CASH RECEIPTS_ALL_A A is VALID
- hudit Group Trigger ¢ AR _CASH RECEIPTS_ALL_AI is VALID
—  hudit Group Trigger : AR_CASH RECEIPTS_ALL_AU is VALID
- hudit Group Trigger :  AR_CASH RECEIPTS_ALL_AD is VALID
- hudit Group Procedure : AR _CASH RECEIPTS_ALL_AIP is WALTD
- hudit Group Procedure : AR CASH RECEIPTS_ALL_AUP is VALID
- Audit Group Procedure ¢ AR _CASH_RECEIPTS_ALL_ADP is VALID
- hudit Group View :  AR_CASH RECEIPTS_ALL_AV1 is VALID
- ludit Group WView : AR _CASH RECETPTS_ALL_AVZ is VALID
-  hudit Group View AV: 3o uut uf 2 VlEW[S] au:e present in the datsbase.
- Auditc Group View ¢ AR _CASH RECEIPTS_ALL_AC1 is WVALID

End of log messages from FND_FILE

Submit Request form with the Reports dialog and a list filtered using a% in the Find field

Step 14: Monitor the audit group validation request

1. Return to the Requests window.

2. Locate the AuditTrail Report for Audit Group Validation request
(Request ID: 7465010). It shows Phase: Running (highlighted in
green), Status: Normal, and Parameters: Demo AR_CASH_RECEIPTS.

3. Click Refresh Data to update the request status.
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4. Wait for the request to complete before you continue.

Wi];_}uome | inepttonguzss [ oracleE-Business . | LegatEntingDetails | (] hetpuno 575203881 x|+ =T

¥ localhostlocaldomain: 8000/ 00 CELFNOWRR, exe temp_id=15752238

Application Object Library: Version : 12.0.0
Copyright (c) 1973, 1992, Oracle Corporation. All rights reserved.

FNDATRPT module: AuditTrail Report for Audit Group Validation

Current system time is 09-MAY-2014 18:35:33

**3tarts*r09-HAY-2014 15:38:34
**Ends**05-MAY-2014 15:35:34

Start of loy messages from FND_FILE

Profile Option AuditTrail:kctivate is ¥

Audit Group Neme is Demo AR _CLSH_RECEIPTS_ALL

Adudit Group Table AR _CASH | RECEIPTS ALL is not missing any columns present in shadow tsble AR CASH RECETPTS_ALL A
hudic Group Table JIR CJISH R.ECEIPTS _ALL i= not present in any other Audic Grnups

- Audit Group Table Name AR C.D.SH RECEIPTS_ALL

—  hudit Group Oracle Usernsme @ AR is J\.u.dlr. Enahled

- hudit Group Table :  AR_CASH RECETIPTS_ALL is VALID

-  hudit Group Table Synonym z ).R_CJISH_RECEIPTS LLL is VALID

- Audic Group Shadow Table ¢ AR _CASH BRECEIPTS_ALL_A 1= VALID
- Audit Group Shadow Table Synonym: AR CASH RECEIPTS_ALL_A A is VALID
-  hudit Group Trigger ¢ AR_CASH RECEIPTS_ALL_AI is VALID
— hudit Group Trigger : AR_CASH RECEIPTS_ALL_AU is VALID
- hudic Group Trigger : AR _CASH RECEIPTS ALL_AD is VALID
- Auwdit Group Procedure ¢ AR _CASH PECEIPTS_ALL_AIP is WVALID
—  hudit Group Procedure :  AR_CASH RECEIPTS ALL_AUP is WALID
-  hudit Group Procedure :  AR_CASH _RECEIPTS_ALL_ADP is VALID
- Audit Group View : AR _CASH RECEIPTS_ALL_AV1 is VALTD
- ludit Group View : AR _CASH RECEIPTS_ALL_AVZ is VALID
- Audit Group View AV : 2 out of 2 V:Lew[s] are present in the database.
-  hudit Group View AR_CASH RECEIPTS_ALL_AC1 is VALID

End of log messages from FND_FILE

Requests window showing the AuditTrail Report for Audit Group Validation request
running

Step 15: Review the validation report output

Once the request completes, open the output log in a web browser. In the
AuditTrail Report for Audit Group Validation, review these results:

e Application Object Library Version: 12.0.0

e Module: AuditTrail Report for Audit Group Validation

e Current system time: 09-MAY-2014 18:38:33

e Profile Option AuditTrail:Activate: Y

¢ Audit Group Name: Demo AR_CASH_RECEIPTS_ALL

e Audit Group Table Name: AR_CASH_RECEIPTS_ALL is VALID

¢ Audit Group Oracle Username: AR is audit enabled

¢ Audit Group Table Synonym: AR_CASH_RECEIPTS_ALL is VALID

e Audit Group Shadow Table: AR_.CASH_RECEIPTS_ALL_A is VALID

¢ Audit Group Shadow Table Synonym: AR_CASH_RECEIPTS_ALL_A
VALID
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e Audit Group Triggers and Procedures: All listed as VALID

e Audit Group Views: AR_CASH_RECEIPTS_ALL_AC1 and
AR_CASH_RECEIPTS_ALL_AV2 are VALID

e Audit Group Table: Not missing any columns in shadow table

¢ Audit Group Table: Not present in any other Audit Groups

Confirm that all statuses are VALID and that the report shows no errors.

[ Firetox =] e £} htipifflo.gv1d=\15. % | (] Oracle E-Busiriess Sw, * | L Legal Entity Details . * | [ ] hitp:/flo..575223861 x | 4 [ [ e

¥ localhost.localdomain: 800004 _CGLFNDWRR, exe temp_id=1575223861 c - Bing P B ¥+ #

Application Object Library: Version : 12.0.0
Copyright (c) 1972, 1999, Oracle Corporation. All rights reserved.

FNDATRPT module: AuditTrail Report for Audit Group Validation

Current system time is 09-MAY-2014 15:35:33

FEITArtsTr09-HAY-2014 15:38:34
*TEncds**09-NAY-2014 15:38:34

Starc of log messages from FND_FILE

Profile Option huditTrail:lictivacte is ¥ ‘

Audic Group Name is Demo AR_CASH RECEIPTI_ALL

Audit Group Table AR CASH RECEIPTS_ALL is not misSsing any columns present in shadow table AR CASH RECEIPTS_ALL_A
Ahudit Group Table AR CASH RECEIPTS _ALL iz not present in any other Audit Groups

- Audit Group Table Name AR CASH RECETIPTS_ALL

- hudit Group Oracle Usernsme z JI.R i= Jlu.dl\: Emahled ‘
- Audit Group Table ¢ AR CASH RECEIPTS_ALL is VALID

—  hudit Group Table Synonym H AR C.D.SH RECEIPTS ALL is VALID

- hudit Group Shadow Table g AR CASH RECEIPTS_ _ALL_L 1s WALID

— hudit Group Shadow Table Sy‘nnn;rm AR CASH RECEIPTS_ALL_L A is VALID

-  huditc Group Trigger ¥ Jl.R CJ‘LSH RECEIPTS_ALL_AI is WALID

- Audit Group Trigger H AR C.D.SH RECEIPTS_ALL_AU is WALID

—  hudit Group Trigger H AR CASH RECEIPTS_ALL_AD is VALID

-  hudit Group Procedure 3 AR CASH RECEIPTS_ALL_ATP is VALID

- hudit Group Procedure s J\.R ClSH RECEIPTS ALL_AUP is VALID

- Audit Group Procedure & AR C.F.SH RECEIPTS_ALL_ADP is VALID

- Audit Group View - AR C.D.SH RECEIPTS_ALL_AV1 is VALID

- hudit Group View 3 AR_CASH RECEIPTS ALL AWZ is VALID

- hudit Group View AV: 2 J2.out of 2 VIEW[S] are present in the database.
- Audit Group View : DM [RECEIPTS ALL ACL is VALID

End of log messages from FND_FILE

AuditTrail Report for Audit Group Validation output in a browser, showing all statuses as
VALID

Part 3: Test the audit trail with a receipt change

Step 16: Select a responsibility
In the Responsibilities dialog, use the Find field (for example, enter %) to
search the available responsibilities. The list includes entries such as:

e Alert Manager, Progress UK

e Application Developer

e Application Diagnostics

e Approvals Management Administrator
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Cash Management Vision France
General Ledger Supervisor
Human Resources Vision France

Select the responsibility you want and click OK.

ST Home | i neptstonguizzits | oracle E-Business . | Legat Entity Details

* ¥ localhostlocaldomain: G000, 08, CELFR

#RR.exe e mp id=1575223861 c -

Application Object Library: Version : 12.0.0

Copyright (c) 1973, 1999, COracle Corporation. All rights reserved.

FNDATRPT module: AuditTrail Report for Audit Group Validation

Current system time is 09-MAY-2014 15:35:33

*r3rarcs*r09-HAY-2014 15:38:34
**Ends**09-MAY-2014 15:35:34

Starc of log wessages from FND_FILE

Profile Option huditTrail:kctivate is ¥

Audit Group Neme is Demo AR_CASH_RECEIPTS_ALL

- Audit Group Table MName : AR CASH RECEIPTS_ALL
hudit Group Oracle Usernsme 3 AR is J\urht Enahled
Audit Group Table : AR CASH RECEIPTS_ALL is
Audic Group Table Synonym ¢ AR CASH RECEIPTS ALL is VALID
Audit Group Shadow Table : AR _CASH ] RECEIPTS ALL_A 13 WALID
budit Group Shadow Table S;monym AR_CASH RECEIPTS ALL A L is VALID
huditc Group Trigger :  AR_CASH ] RECEIPTS ALL AT is VALID
Audic Group Trigger : AR _CASH RECEIPTS ALI. LU iz VALID
Auditc Group Trigger t AR _CASH_ RECEIPTS ALI. AD i3 VALID
budit Group Procedure :  AR_CASH RECEIPTS ALL ALIP is VALID
budit Group Procedure : AR _CASH ] RECEIPTS ALL AUP is VALID D&
hudit Group Procedure : AR _CASH_ RECEIPTS ALL ADP is VALID
Audic Group View : AR CASH RECEIPTS JLLI._AU]. iz VALID
Audit Group View ¢ AR _CASH_RECEIPTS_ALL_AVZ iz VALID
budit Group View AV: 2 J2out of 2 View(s) are present in the database.
Audit Group Wiew AR_CASH RECEIPTS_ALL_AC1 is VALID

| httpiffla..

Bing

e ==

hudit Group Table AR CASH | R.ECEIPTS ).I.L is m:lt missing any columns present in shadow tsble AR_CASH RECEIPTS_ALL A

Audic Group Table AR CJ\SH RECEIPTS _ALL is not present in any other Audic Grnups

Em:l of log messages from FND_FILE

Step 17: Open the Receipts entry form
Open the Receipts entry form. It provides these fields:

Receipt Method

Receipt Number

Receipt Amount

Receipt Type: Standard
Receipt Date: 09-MAY-2014
GL Date: 09-MAY-2014
Maturity Date: 09-MAY-2014

Responsibilities dialog with a list of available responsibilities and the Find field

Balances: Unidentified, Applied, On Account, Unapplied, Cash

Claims, Prepayments
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e Customer: Name, Number, Location, Taxpayer ID

e Customer Bank: Name, Account, PSON
* Remittance Bank: Name, Branch, Account
« Reference, Postmark Date, Comments

The form is ready for receipt entry and further transaction processing.

W};__;Home | i hepio.gutzzvis  [(] racle E-Business 5.« [ L LegatEntityDetails | (] hetpippios7s2ms1 x | o [P e i [lEs]
= b localhostlocaldomain:6000/04_CGLFNOMWRR. sxe emp _id=1575223861 c ~ Bing P B ¥+ #
Application Object Library: Version : 12.0.0
Copyright (c) 1972, 1992, COracle Corporation. All rights reserved.
FNDATRPT module: AuditTrail Report for Audit Group Validation
Current systewm time is 09-MAY-2014 18:35:33
**3tarcsT 09-HAY-2014 18:38:34
**Ends**05-NAY-2014 15:36:34
E

Svarc of log messages from FND_FILE

Profile Option huditTrail:kectivate is ¥

Audit Group Neme is Demo AR_CL3H RECEIPTS_ALL
- Audit Group Table Name AR C.F.SH RECEIPTS_ALL
— Audit Group Oracle Userncae 3 AR ;4 Au.dlt, Enahled

- hudit Group Table ¢ AR_CASH RECEIPTS_ALL is VALID

-  hudit Group Table Synonym : AR_CASH RECEIPTS ALL is VALID

- hudic Group Shadow Table = JI.R_CJ'LSH_RECEIPTS_JLLI._R is VALID
- Audit Group Shadow Table Synonym: AR CASH RECEIPTS_ALL_A A is VALID
—  hudit Group Trigger :  AR_CASH RECEIPTS_ALL_AI is VALID
—  hudit Group Trigger : AR_CASH RECEIPTS_ALL_AU is VALID
- Audit Group Trigger : AR _CASH_RECEIPTS_ALL_AD is VALID
- hudit Group Procedure ¢ AR _CASH RECEIPTS_ALL_AIP is VALID
- Audit Group Procedure ¢ AR _CASH_RECEIPTS_ALL_AUP is VALID
—  hudit Group Procedure :  AR_CASH RECEIPTS_ALL_ADP is WALID
-  Audit Group View :  AR_CASH RECETIPTS_ALL_AV1 is VALID
- luditc Group View : AR _CASH RECEIPTS_ALL_AVZ is VALID
- huditc Group View AWV: : 2 out of 2 V:Lew[s] are present in the database.
- Audit Group View : MRS [RECEIPTS_ALL_AC1 is VALID

hudit Group Table JlR CJ\SH RECEIPTS _ALL is not present in any other Audit Groups

End of log messages from FND_FILE

dudit Group Table AR_CASH | RECEIPTS ALL is not missing sny columns present in shadow table AR CASH RECEIPTS_ALL A

Receipts entry form with all fields and current date values highlighted

Step 18: Find the receipt to change

Open the Find Receipts window.
Enter 1 in both Receipt Numbers fields.

Enter 09-MAY-2012 in GL Dates.

I I

Generated with docsie.io

Leave Operating Unit blank, or enter a value as required.

Leave Receipt Dates blank, or enter a value as required.

Leave the other fields blank unless you need specific filtering.
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7. Click Find.

E—

Receipt

Recaipt Meth

(.
- (0 [ 1.000.00)
[Standarda -]

Functional Amount

Balances
Unidentified

pplied

ORACLE

~Detai Is ~Pagment Detail
ldentify By : —— ' = Frca e
Eamed Di it 0.00 Payment Meihod |Bank Account Transt
Trang Mumber | il rscou 3 kg
i Ureamed Discounts 0.00 Instrument Mumber | XXXXXXX7812
PSON |AR_1_RECEIPT 2092
Name |ABC Application Softwar Bank Charges ( Select [nstrument )
Mumber |2636 — Remi Bank:
Location [13180 Mame |B.N.P.
Taxpayer ID | Branch |B.MN.P. de Ternes
Account U817
Referance | Comments
Pnslmark.[)aje:.

Recard: 111

Find Receipts window with Receipt Numbers set to 1and GL Dates set to 09-MAY-2012

Step 19: Review the receipt details
The Receipts window displays the receipt you found. Review these fields:

¢ Receipt Method: ACH

e Receipt Number: 1

e Receipt Amount: EUR 1,000.00

e Receipt Type: Standard

e State: Confirmed

e Receipt Date, GL Date, Maturity Date: 09-MAY-2012

e Balances: Unapplied = 1,000.00; all other balances = 0.00

In the Customer section, you see:

 Name: ABC Application Software
¢ Number: 2636
e Location: 13180

Generated with docsie.io
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In the Payment Details section, you see:

¢ Payment Method: Bank Account Transfer
¢ Instrument Number: XXXXXX7812
e PSON: AR_1_RECEIPT_2092

In the Remittance Bank section, you see:

¢ Name: B.N.P.
¢ Branch: B.N.P. de Ternes
e Account: 7817

You make no changes in this step. Review the information for accuracy.

Step 20: Record the value before the change

Open Oracle SQL Developer and navigate to the relevant SQL script. Run a

query to select the receipt data:

sql

from ar cash receipts all
where cash receipt id = 209296;

Review the query result:

e CASH_RECEIPT_ID: 209296

e CREATION_DATE: 09-MAY-14

e LAST_UPDATE_DATE: 09-MAY-14
e RECEIPT_DATE: 09-MAY-12

e RECEIPT_NUMBER: 1

e AMOUNT: 1000 EUR

e PAY_FROM_CUSTOMER: 5453

Generated with docsie.io

select CASH RECEIPT ID, CREATION DATE, LAST UPDATE DATE,
RECEIPT NUMBER, AMOUNT, CURRENCY CODE, PAY FROM CUSTOMER

RECEIPT DATE,
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Note the value before any changes: PAY FROM CUSTOMER = 5453.

" ol pliarons v
Eile f

Edit View Folder T

Mame | Humber | Account Deseripfion | Taxpayer D
A, C. Networks 1143 A G Networks 24-67420
ABC Application Software 2636 ABC Application Software
ABC Corporation Americas 2637 ABC Corporation Americas
ABC Comporation Asia 2535 ABC Corporation Asia

ABC Corporation Worldwide 2575 ABC Corporation Warldwide
ABC Hardware Manufacturing 2638 ABC Hardware Manufacturing
ABC Telecommunications 2616 ABC Telecommunications
ATET Universal Card 1005 ATET Universal Card
Armerican Telephone & Telegraph 1001 ATET 65-04238654

D8, Inc 1140 CDE, Inc

96-09876675

—_— nt Method '“Balik Account Transi
e

45-09345
Computer Senvice and Consulting 1142 Computer Senice and Consulting  34-87470 nt Mumber XXXXXXX7812
Q]omnuter Senice and Rentals 1006 Compuler Serdce and Rentals 87-76545491 PsonN  AR_1_RECEIPT 2092
g T Tt T T, [ i b e e e i

Select Instrument .

ank .

Narme |B.N.P, |
Branch |B-N.P. de Ternes |
Account | ====7817

Location (13180
e
Taxpayer D | I

Refersnce | | Comments

Postmark Date | |

Cholcesin list: 33

Record: 111

Oracle SQL Developer showing the query and result for cash receipt ID 209296 with

PAY_FROM_CUSTOMER = 5453

Step 21: Change the customer on the receipt

1.

In the Receipts window in Oracle Applications, click the ellipsis (...)
next to the Name field in the Customer section. The Customers
selection window appears.

Search for and select the new customer:

¢ Name: Business World

¢ Number: 1608

¢ Account Description: Business World
e TaxpayerID: 45-09345
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3. Click OK to confirm the selection.

Li-jgr?‘ilmpp ications --@
File Edit View Folder T

Mame ~Mumber  Account Description | Taxpayer D
A, C. Networks 1143 A G Networks 24-67420
ABC Application Software 2636 ABC Application Software

ABC Corporation Americas 2637 ABC Corporation Americas

ABC Comporation Asia 2535 ABC Corporation Asia

ABC Corporation Worldwide 2575 ABC Corporation Warldwide

ABC Hardware Manufacturing 2638 ABC Hardware Manufacturing

ABC Telecommunications 2616 ABC Telecommunications

ATET Universal Card 1005 ATET Universal Card 96-09876675
Armerican Telephone & Telegraph 1001 ATET 65-04238654
Business \Warld

nt Method '“Balik Account Transi
e

D8, Inc 1140 CDE, Inc 45-09345

Computer Service and Consulting 1142 Computer Sewvice and Consulting  34-B7420 nt Mumber XXXXXXX7812
Q]omnuter Senice and Rentals 1006 Compuler Serdce and Rentals 87-76545491 PsonN  AR_1_RECEIPT 2092
17—7777 e SN = [ s 2L <reen . - ]

Select Instrument .

ank .

Narme |B.N.P, |
Branch |B-N.P. de Ternes |
Account | ====7817

Location (13180
e
Taxpayer D | I

Reference [— | Comments

Postmark Date | |

Choicesin list: 33

Record: 111

Customers selection window with Business World highlighted, ready to select as the
nhew customer

The Receipts window updates to show the new customer:

¢ Name: Business World
¢ Number: 1608
e Location: Paris

The status bar displays FRM-40400: Transaction complete: 1 records applied and
saved. All other receipt and payment details remain unchanged.

Step 22: Check the changed value in the database
Return to Oracle SQL Developer and rerun the query for the same receipt
ID. The result shows PAY FROM CUSTOMER: 3347, changed from 5453.
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The script comments record the value before the change (5453) and the
new value (3347). This confirms the database recorded the customer
change.

Name. | Number | Aueount Dieseription | Taxpayer 1D
A C. Networks 1143 A C. Networks 34-67420
ABC Application Software 2636 ABC Application Sofware
ABC Comporation Amaricas 2637 ABC Corporafion Americas
ABC Corporation Asia 25635 ABC Corporation Asia

AEC Corporation Worldwide 25875 ABC Corporafion Worldwide
ABC Hardware Manufacturing 2638 ABC Hardware Manutacturing
ABC Telecommunications 2616 ABC Telecommunications
ATET Universal Card 1005 ATET Universal Card 98-09B76675
Armneri ephane & Telegraph 65-94238654
B rid Bus i

ot Method  Bank Account Trans!
it Number  XXXXXXX7812 |
PSON AR 1 RECEIPT 2092

Select Instrurment

cos, 1140 L Inc 45-09345
Computer Setvice and Consulting 1142 Cormputer Senite and Consulting  34-87420
87-76545491

Computer Senice and Rentals 1006 Comguter Sendce and Rentals
i - : :

ank ,

Nare |B.N.P. !
Branch B.N.P. de Ternes |
Account | ~==7817 |

Location 13180
Taxpayer D |

Reference ; ‘ Comments

Postmark Date | |

| S— 5 ST s

Cholcesin list: 33
Record: 111

List ofalu

Oracle SQL Developer showing the updated PAY_FROM_CUSTOMER value of 3347 for
cash receipt ID 209296

Step 23: Review the audit trail for the change
Run an audit query against the shadow table to verify the change history:

sql

select * from AR CASH RECEIPTS ALL A where cash receipt id = 209296;

Review the audit trail result:

e AUDIT_TIMESTAMP: 09-MAY-14
e AUDIT_TRANSACTION_TYPE: U (Update)
e AUDIT_USER_NAME: ADRIAN.ARGATU
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e AUDIT_SESSION_ID: 1728640
e AUDIT_SEQUENCE_ID: 1

e AUDIT_COMMIT_ID: 1

e ROW_KEY: 2014050918

This confirms that the update was performed and logged by the user
ADRIAN.ARGATU.

Balances
Unidentifiad

et ~Payment Details
Identll‘y By Eamed Discounts | 000 Payment Method  Bank Account Transt
{- Trans Number | Uneamed Discounts | 080 Instrument Number | XXXXXXX7812
PSON |AR_1_RECEIPT 2092

Rumbear |W — Remittance Bank

Name [Business World Bank Charges ( Select Instrument )

Location |Paris Mame B.N.P.
Taxpayer D = | Branch |B.N.P. de Ternes
Account 7817
Refersnce | Comments
Postmark Date

FRI-40400: Transaction
Record; 111

complete: 1 reco

Oracle SQL Developer showing the audit trail for the update, including user name and
transaction details

Part 4: Continue auditing receipt and customer

changes
These steps show how further customer updates appear in Oracle
Applications and in Oracle SQL Developer.

Step 24: Observe the update entry in the audit trail
In Oracle SQL Developer, observe the audit trail for the receipt update. The
query result displays:

Generated with docsie.io
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e AUDIT_TIMESTAMP: 09-MAY-14

o AUDIT_TRANSACTION_TYPE: U (Update)
e AUDIT_USER_NAME: ADRIAN.ARGATU

e AUDIT_SESSION_ID: 1728640

e AUDIT_SEQUENCE_ID: 1

e AUDIT_COMMIT_ID: 1

e ROW_KEY: 2014050918

This confirms the update action and the user who performed it.

GFedad QD O & @

2 s e A o ke opcea. L
rEiw-BQ B30 @neda @rzes -
§ 4 Workshest Query Builder

—-Audit Group Name is Demo AF_CASH RECEIFTS ALL
& select

|CASH_RECETPT_ID, CREATION_DATE, LAST_UPDATE_DATE,
BECEIPT_DATE, receipt_number, amount, currency_code,pay_from_customer

from ar_cash_receipts_sll
where cash_receipt id = 209296
--valus bafore change 5453, new value is 3347

AR _CASH RECEIPTS ALL A where cash receipe id = 209296

select * from

select * from AR CASH RECETPTS ALL ACl where cash receipt id = 209296

aw
(3> Query Resuk
G @) Fk 50U | AIRows Fetched: 1 in 0.002 seconds

§} AUDIT_TIMESTAMP | AUDIT_TRANSACTION_TYPE |{; AUDIT_USER_NAME |{; AUDIT_TRUE_NULLS |{} AUDIT_SESSION_ID |{: AUDIT_SEQUENCE_ID |} AUDIT_COMMIT_ID | ROW_KEY

109-MAT-14 ADRIAN . ARGATU (mall) 1728640 1 1 2014050918

........

Oracle SQL Developer showing the audit trail with the update transaction for the receipt,
user ADRIAN.ARGATU, and session details

Step 25: Retrieve more audit details
Run a query to retrieve more audit details from the
AR CASH RECEIPTS ALL Al table. The result shows:

e CASH_RECEIPT_ID: 209296

e AUDIT_TRANSACTION_TYPE: U (Update)
e AUDIT_USER_NAME: ADRIAN.ARGATU
 AUDIT_SESSION_ID: 1728640
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e AUDIT_SEQUENCE_ID: 1

e AUDIT_COMMIT_ID: 1

e ROW_KEY: 201405091843340001828640
e PAY_FROM_CUSTOMER: 5453

This gives you a detailed record of the update, including the previous

customer value.

@lbﬂ D@éﬁ’ﬁﬁlsﬁ “'oé’

Maturity Date EIQ._M_&Y_.:E[HZ
| Functional Amount
g —--7- 111

Unidentified

—Payment Details
Idantrfg By : s ]
Eamed Discounts 0.00 Payment Method |Bank Account Transt
Trans Number | ; R e
Uneamed Discounts 0.00 Instrument Number | XXXXXXX7812
et PSON AR _1_RECEIPT 2092
Name [Business World Bank Charges i Selact instrument ]
Humber I fe ~ Remittance Biank
Location |Paris MName |B.N.P.
Taxpayer D Branch B.M.P. de Ternes
Account 78T
— L}
Referance Comments
Pastmark Date.

FRM-40400: Transaclion complete: 1 records

Record; 111

Oracle SQL Developer showing an audit record with PAY_FROM_CUSTOMER = 5453 for

receipt ID 209296

Step 26: View the creation and update entries together
Run or refresh the audit query to display multiple audit entries. The result

now shows two rows:

e The first row (sequence 1) is an update (U) by ADRIAN.ARGATU.
e The second row (sequence 0) is a creation (C) with no user name.
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This confirms both the creation and the subsequent update of the receipt
record.

1,000.00

stondadt ]

rDetail- —Payment Details

r“"“@ By Payment Method | Bank Account Transt

I— [— Eamed Discounts I 0.00
drans Rmhen Uneamed Discounts o Instrurment Number _XIXXKXK?IIH

PSON |AR_1_RECEIPT 2092
Name |Business World Bank Charges l—. ( Select Instrument )
Number [T = ~ Remittance Bank -

Location |Paris MName |B.N.P.

Taxpayer 1D Branch |B.N.P. de Ternes
Account [T 7817
—— S
Reference Comments
Pastmark Date

Oracle SQL Developer showing two audit entries for receipt ID 209296, one update (U)
and one creation (C)

Step 27: Review the customer in the Receipts window

Switch to Oracle Applications and review the Receipts window. Confirm the
customer details:

¢ Name: Business World
¢ Number: 1608
e Location: Paris
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The status bar displays FRM-40400: Transaction complete: 1 records applied and
saved. All other receipt and payment details remain unchanged.

Msandarda -]
Contimed |

5 Payment Details
Identify By g _ : - : e —————
: Eamed D nts 0.00 Fayment Method |Bank Account Transt
Trans Number | afmeg oo : [ et Uiy
RO Uneamed Discounts 0.00 Instrument Number (XXXXXXX7812
: PSON AR_1_RECEIPT_2092
Mame |Business World Bank Charges ( Select Instrument )
humber Iﬁ i — Remittance Bank
Location Paris MName |B.N.P.
T&xpayef D Branch B.N.P. de Ternes
Account 7817
L2 -
Referance Comments
Pogtmark Date

Receipts window showing customer Business World, Number 1608, Location Paris, and
the transaction complete message
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Step 28: Confirm the customer data is stable
Continue reviewing the Receipts window in Oracle Applications. Make sure
the customer information is still Name: Business World, Number: 1608, and
Location: Paris. You make no changes in this step, and the data remains

stable.

File Edit

m
rrm——

i 09 ﬂ!-Z[HZ |
Functional' Amount

{

Balances

rDetail:

—Payment Details

Hehy By l— [— i [ 0.00 Fayment Method  Bank Account Transl
( ikt _Uni:::: I;::z:::: . 0.00 lnstrjma_ni Number XXXXXXX7812
: PSON | AR_1_RECEIPT 2092
Name |B“51“e$ World Bank Charges l—- ( Select Instrument )
Nurmber — Remittance Bank
Location 'Purls MName |B.N.P.
Taxpayer 1D | Branch M
Account SUET8T7
Reference s Comments
Pastmark Date. '

Record: 171

FRM-40400: Transaction complete: 1 rec

Receipts window with customer Business World, Number 1608, Location Paris,

Step 29: Change the customer again

unchanged

In the Receipts window, change the customer details:

e Name: CDS, Inc
¢ Number: 1140
e Location: Paris

e TaxpayerID: 45-09345
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The status bar again displays FRM-40400: Transaction complete: 1 records applied
and saved. All other receipt and payment details remain unchanged.

P S
) Oracle Applications 415

File Edit

Balances
i

umbe Gl bate (TUTVETTI
d unt m Maturity Date
Receipt Type | Functional Amount

rDetail
Identify By = = ' S e | P R
= Eamed Discount 0.00 Payment Method |Bank Account Transt
Trans Number | . M0 eeds L = ) e
) Uneamed Discounts 0.00 Instrument Number | XXXXXXXT812
PSON AR_1_RECEIPT 2092
Mame |CDS, Inc Bank Charges ( Select Instrument )
RMurnber Im = — Remittance Bank
Location |Paris MName [B.N.P.
Taxpayer|D |45:09345 Branch B.N.P. de Ternes
Account 7817
Reference Comments
Pastmark Date

Receipts window showing the updated customer CDS, Inc, Number 1140, Location Paris,
and the transaction complete message

Step 30: Check the latest value in the database
Return to Oracle SQL Developer and rerun the query for the receipt. The

result now shows PAY FROM CUSTOMER: 1287, which reflects the latest
customer change.
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The script comment is updated to read: "value before change 5453, new
value is 3347, last value 1287". This confirms the most recent customer
update is recorded in the database.

Balances
Unidentified

lied §

umber

f——]
- 3 e——

Functional Amount
[ l]

—Payment Details
Idsnttfy =y Ewnad Discoants | 0.0 Payment Method |Bank Account Trans
Trans Number | Ureamed Discourts | 000 Instrument Number  XXXXXXX7812

PSON AR_1_RECEIPT_2092

Name IBusiness World Bank Charges ( Select Instrument )
fi608 & —

Number | — Remittance Bank

Mame |B.N.P.
Branch |B.N.P. de Ternes
Agcount [=T7817

Location |Paris

Taxpayer D

Refersnce Camments

Pastrark Date .

FRM-40400: Transaction completa: 1 recor

Record: 11

Oracle SQL Developer showing PAY_FROM_CUSTOMER = 1287 for receipt ID 209296,
with the script comment tracking value changes

Step 31: Review the audit entries for both updates

Run or refresh the audit query to display all audit entries for the receipt. The
result shows two entries, both by ADRIAN.ARGATU:

AUDIT_SEQUENCE_ID: 1, PAY_FROM_CUSTOMER: 5453
e AUDIT_SEQUENCE_ID: 2, PAY_FROM_CUSTOMER: 3347
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This provides an audit trail of the customer changes for the receipt.

. Maturity Date 9 MAY-ZIHZ
ype | Functional Amount

|l]

rDetail

Mumber IW =

Location |Paris
Taxpayer ID 45.00345

Identify By ' T -
. Eamed Discounts 0.00
Trans Number I : T
{- Uneamed Discounts 0.00
Name |CDS, Inc Bank Charges

~Payment Details
. Payment Method |Bank Account Transt
Instrument Number  XXXXXXX7812
PSON | AR_1_RECEIPT 2092
r Select Instrument )
— Remittance Bank
Mame |B.MN.P,
Branch B.N.P. de Ternes
Agcount [TT817

Referance
Pastmark Date

Comments

FRM-40400: Transaclion complete

Record: 171

Oracle SQL Developer showing two audit entries for receipt ID 209296 with
PAY_FROM_CUSTOMER values 5453 and 3347

Step 32: Include the creation entry

Run or refresh the audit query to display all audit entries, including the
creation entry. The result now shows three entries:

e AUDIT_SEQUENCE_ID: 1, AUDIT_TRANSACTION_TYPE: U,

PAY_FROM_CUSTOMER: 5453

e AUDIT_SEQUENCE_ID: 2, AUDIT_TRANSACTION_TYPE: U,

PAY_FROM_CUSTOMER: 3347

e AUDIT_SEQUENCE_ID: O, AUDIT_TRANSACTION_TYPE: C,

PAY_FROM_CUSTOMER: not shown
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This confirms the full history of creation and updates for the receipt.

. 5. cumncers s sk oo

fPEB-BG BR Avedal A ezs -

| worksheet | Query Buider
—-Audit Group Weme is Dewo AR_CASH RECEIPTS_ALL

S select
CASH_RECEIPT_ID, CREATION_DATE, LAST_UPDATE_DATE,
'RECEIPT_DATE, receipt_number, amount, currency_code,pay_from_customer

from ar_cash_receipts_all
where cash_receipt_id = 209296

c-value before change 5453, new value 13 3347 , lasc walue 1287

select * from AR CASH RECEIFTS_ALL A where cash receipt_id = 2089286

elect * from AR CASH RECEIPTS ALL ACl where cash receipt id = 209294

aw
B> Query Resuk x
A G @) [k st | Al Rows Fetched: 3 in 0,003 seconds

{} CASH_RECEIPT_ID |} AUDIT_TIMESTAMP |f} AUDIT_SEQUENCE_ID |3 AUDIT_SESSION_ID | AUDIT_TRANSACTION_TYPE |{} AUDIT_USER NAME |{ AUDIT_COMMIT_ID [ ROW_KEY

1 209296 09-MAT-14 L 17286407 ADRIAN . ARGATI 1 20140509184
2 209296 09-MAY-14 2 17286400 ADRIAN. ARGATU 2 20140500184
3 209296 09-MAY-14 | 1728484C trll) 0 59991231235

Oracle SQL Developer showing three audit entries for receipt ID 209296, including the
creation and two updates

Step 33: Review the final audit trail query results

In Oracle SQL Developer, observe the final audit trail query results. The SQL
worksheet displays a query selecting from AR CASH RECEIPTS ALL A
where cash_receipt_id = 209296. It also shows the comment "value before
change 5453, new value is 3347, last value 1287".

The Query Result pane shows three audit entries:

e AUDIT_SEQUENCE_ID 1: Session 1728640, Update (U), User
ADRIAN.ARGATU, Commit 1, PAY_FROM_CUSTOMER 3347.

e AUDIT_SEQUENCE_ID 2: Session 1728640, Update (U), User
ADRIAN.ARGATU, Commit 2, PAY_FROM_CUSTOMER 1287.

e AUDIT_SEQUENCE_ID 0: Session 1728484, Creation (C), no user,
Commit O, PAY_FROM_CUSTOMER 1287.
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This confirms the sequence of customer changes and the creation for the
receipt.

BoHA9®0 O &

ol ihar cash recepts o demo.sal | & AR CASH RECEIPTS. ALL_demo_sudit chjects.sol _

PEB-BE BB @MOdkA

f1223 ~
Workshest  Guery Buder
--Audit Grouwp Mame is Demo AR_CASH RECEIPTS_ALL
Sselect
CASH_RECEIPT_ID, CREATION DATE, LAST UPDATE_DATE,
'EECEIPT_DHE, receipt_number, amount, currency_code,pay from_customer
from ar_cash_receipts_all
‘where cash_receipt id = 209296
--value before change 5453, new value i3 3347 , last value 1287
‘select * from AR CASH RECEIPTS ALL A where cash receipr id = 209296
fselect * from AR CASH RECEIPTS ALL AC]l where cash receipt id = 209296
A -
DQueryRﬁsA.t x
a5l @) [ 500 | Al RowsFetched: 3in 0.003 seconds
{t AUDIT_SEQUENCE_ID |3} AUDIT_SESSION_ID |{} AUDIT_TRANSACTION_TYPE |4 AUDIT_USER_NAME |} AUDIT_COMMIT_ID |§} ROW_KEY it PAY_FROM_CUSTOMER |
1 1 17286400 ADRIAN, ARGATU 1 201405091843340001828640 7347 °
2 2 17286400 ADRIAN, ARGATU 2 201405091846010001928640 1287
s I 1728484C {rull) D 999912312359591111122222 Sza?

| ne 13 Column 70 | Insert | Modified | Wiridows: €

Oracle SQL Developer showing three audit entries for receipt ID 209296 with
PAY_FROM_CUSTOMER values 3347, 1287, and the creation entry
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Step 34: Inspect a specific audit entry

In the Query Result pane, click to highlight the row with
AUDIT_SEQUENCE_ID 2 (PAY_FROM_CUSTOMER 1287). Highlighting the
row lets you inspect that update entry more closely. All other details in the
worksheet and query remain unchanged.

B e e G PR & = cosirecrrs s com i ecscs . I
frEw-B0 BQ @uoda @iezs -
|_ torkshest Query Bulder
S —-Audit Group Neme is Demo AR_CASH RECELPTS ALL
. = select
|CASH_RECEIPT_ID, CREATION_DATE, LAST_UFDATE_DATE,
BECEIPT_DATE, teceipt_number, amount, currency_code,pay_from_customes
from ar_cash_receipts_sll
where cash_teceipt_id = 209296
.:-vamc before change 5453, new walue 18 3347 , lmst wvalue 1287
select * from AR CASH RECEIPTS ALL_A where cash receipe_id = 209298
pelect ™ from AR CASH RECEIPFTS ALL _ACl where cash receipt 1d = 209296
2 -
(> Query Resuk x
A 5 B [h S0 | Al Rows Fetched: 3 in 0,003 seconds
# AUDIT_SEQUENCE_ID |+ AUDIT_SESSION_ID |+ AUDIT_TRANSACTION_TYPE | AUDIT_USER _NAME |{; AUDIT_COMMIT_ID |{; ROW_KEY | PAY_FROM_CUSTOMER
1 i 17286400 ADRIAN, ARGATU 1 201405091843340001823640 3347
2 2 17286400 ADRIAN. ARGATU 2 201405091846010001928640
3 i 1728434C {null) 0 999912312359591111122222
N

| e {30okma 70 | Tnsert | Modied | Wincouss i |

Oracle SQL Developer with the PAY_FROM_CUSTOMER 1287 row highlighted in the audit
trail results

Step 35: Add timestamp details to the audit query
Run or refresh the audit query to include timestamp details. The Query
Result pane now displays:

« CASH_RECEIPT_ID: 209296
« AUDIT_TIMESTAMP: 09-MAY-14

« AUDIT_SEQUENCE_ID: 1, 2, 0

« AUDIT_SESSION_ID: 1728640, 1728640, 1728484

« AUDIT_TRANSACTION_TYPE: U, U, C

« AUDIT_USER_NAME: ADRIAN.ARGATU, ADRIAN.ARGATU, (null)
« AUDIT_COMMIT_ID: 1, 2, O
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e ROW_KEY: as previously shown

This gives you a view of the audit trail, including when each action
occurred.

o | B AR_CASH RECEIPTS ALL demo_audit cbjacts.col _

Bizzs -

FEB-BR BR @oeda

ksheet. | Query Bulder

—-kudit Group Wame is Demo AR_CASH RECEIPTS ALL

=select
|CaSH_RECETPT_ID, CREATION_DATE, LAST_UFDATE_DATE,
BECEIPT_DATE, receipt number, amount, currency_code,pay from_customer
from ar_cash_receipts_all T
where cash_receipt id = 209296

--value hefore change 5453, new value is 3347 , lasc value 1287

select * from AR CASH RECEIPTS ALL A where cash receipr id = 209296

elect ©

from AR CASH RECEIFTS ALL ACl where cash receipt id = 209295

AW
(B> Query Resuk x
A 5L W) [ 5o Al Rows Fetched: 3 in 0,003 seconds
£ CASH_RECEIPT_ID |{ AUDIT_TIMESTAMP i} AUDIT_SEQUENCE.ID |} AUDIT_SESSION_ID | AUDIT_TRANSACTION_TYPE | {} AUDIT_USER_NAME | {} AUDIT_COMMIT_ID |£ ROW_KEY

1 209296 09-MAY-14 1 17286400 ADRIAN, ARGATI 1 20140509184
209296 05-MAY-14 2 17286400 ADRIAN. ARGATU 2 20140509184
3 209296 09-MAY-14 o 17z8484¢C {rull) 0 99991231235

[ Line 13Cakmn 70 | Insert | Modified | Windows: Cf

Oracle SQL Developer showing the audit trail with timestamps for receipt ID 209296,
including the creation and two updates

Step 36: Use the checklist to confirm your setup
Switch to the SQL worksheet tab titled 00 steps_enable audit trail.sql. Review
the documented steps for enabling audit trail in Oracle Applications:

1. Activate profile: Set to Yes (site level).

2. Setup table and columns to audit: Ensure the table has a primary
key.

Setup audit group.

Verify application/module is audit enabled.

Run AuditTrail Update Tables report to enforce the setup.

Run AuditTrail Report for Audit Group Validation to check if all
objects are valid.

ok w
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The test section specifies Table: ar_cash_receipts_all and Column:
pay_from_customer. This gives you a concise checklist for setting up and
validating audit trails.

=

& @

> Ew-B0 B0 @uoda

iy o-erable sudt tralisd | 3 ar. canh. receipts. ol demos

A1 . e A ot st U

Biz23 -
2 | Workshest Cueery Bulder
--hudit Group Wame is Dewmo AR_CASH RECETFTS_ALL
Eiselect
|CASH_RECEIPT_ID, CREATION_DATE, LAST_UFDATE_DATE,
RECEIPT_DATE, receipt_number, amount, currency_code,pay from_customer
from ar_cash_receipts_sll
where cash_receipt_id = 209296
=-value before change 5453, new value is 3347 , lasc value 1287
‘select * from AR CASH RECETPTS_ALL A where cash receipt id = 209296
kelect * from AR CASH RECETPTS ALL_ACl where cash receipt_id = 209296
A¥
B> Query Resuk
A & Wl [gh 5o | Al Rows Fetched: 3 in 0,003 secands
£ AUDIT_SEQUENCE ID | AUDIT_SESSION_ID | AUDIT_TRANSACTION TYeE | AUDIT_USER MamE | aUDIT_comMT_iD [ Row_KeY | Pay_FRoM_cUSTOMER
1 1 1728640 U ADRIAN. ARGATU 1 201405091843340001528640 3347
2 2 17286401 ADRIAN. ARGATY 2 2014050918450 10001528640 NGRS
3 i 1728484¢€ {aull) 0 $99912312359591111122222 1287
i

| e 13 Colmn 70 | Insert | Modlied| Windokis: €1

Oracle SQL Developer worksheet showing the six steps to enable audit trail, the test
table and column, and the closing note

Summary
To enable audit trail in Oracle EBS, you:

Set AuditTrail:Activate to Yes at the Site level.
Select the table and columns to audit (the table needs a primary key).

Set up an audit group.

Run the AuditTrail Update Tables report.

Run the AuditTrail Report for Audit Group Validation and confirm

every object is VALID.

You then tested the setup by changing the customer on a receipt and
reading the history in the AR CASH RECEIPTS ALL A shadow table. That
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history showed the creation entry and each update with the user name,
session, sequence, and commit IDs.

What's next
e Add more columns to your audit group using the optional column
step.
e Repeat the validation report after any change to your audit setup.

e Use the shadow table queries in this guide to review changes to other
audited columns.
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