Incident Response Runbook
Incident Response Runbook
Use this template to response procedures for [incident type].
Template Metadata
	Field
	Details

	Category
	Process

	Owner
	[Team or owner]

	Version
	[Version number]

	Effective Date
	[Date]

	Review Cycle
	[Monthly / Quarterly / Annual / Event-based]

	Status
	[Draft / In Review / Approved]


Incident Classification
Severity levels and criteria for this incident type.
	Item
	Details
	Owner
	Status

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]


Notes
[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer comments.]
Detection
How the incident is detected (alerts, monitoring, user reports).
	Item
	Details
	Owner
	Status

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]


Notes
[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer comments.]
Immediate Response
First 15 minutes: triage steps, who to page, initial containment.
	Item
	Details
	Owner
	Status

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]


Notes
[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer comments.]
Investigation
Diagnostic commands, log locations, and what to look for.
	Item
	Details
	Owner
	Status

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]


Notes
[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer comments.]
Mitigation
Steps to restore service with rollback procedures.
	Item
	Details
	Owner
	Status

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]


Notes
[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer comments.]
Communication
Stakeholder notification templates and escalation paths.
	Item
	Details
	Owner
	Status

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]


Notes
[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer comments.]
Post-Incident
Post-mortem process and follow-up tasks. Use Markdown with code blocks. Write for an on-call engineer under pressure.
	Item
	Details
	Owner
	Status

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]

	[Item or requirement]
	[Describe the relevant detail, evidence, or decision]
	[Owner]
	[Open / Complete]


Notes
[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer comments.]
Review and Signoff
Document review conclusions, approvals, unresolved items, and next review date.
	Role
	Name
	Date
	Notes

	Preparer
	[Name]
	[Date]
	Notes

	Reviewer
	[Name]
	[Date]
	Notes

	Approver
	[Name]
	[Date]
	Notes


