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Breach Notification Plan

Use this template to notification plan for privacy or security breaches.

Template Metadata
Field Details
Category Cybersecurity & Privacy
Owner [Team or owner]
Version [Version number]
Effective Date [Date]
Review Cycle [Monthly / Quarterly [ Annual / Event-based]
Status [Draft [ In Review [ Approved]
Trigger Criteria

Define what events require breach assessment and escalation.

Item Details Owner Status

[Item or [Describe the relevant detail, evidence, or [Owner] [Open/

requirement] decision] Complete]

[Item or [Describe the relevant detail, evidence, or [Owner] [Open/

requirement] decision] Complete]
Notes

[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer
comments.]
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Assessment Timeline

Set time-bound steps for impact analysis and notification decisions.

Item Details Owner
[Item or [Describe the relevant detail, evidence, or [Owner]
requirement] decision]
[Item or [Describe the relevant detail, evidence, or [Owner]
requirement] decision]

Notes

Status

[Open /
Complete]

[Open/
Complete]

[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer

comments.]

Notification Matrix

Map customers, regulators, processors, insurers, and internal stakeholders to requirements.

Item Details Owner
[Item or [Describe the relevant detail, evidence, or [Owner]
requirement] decision]
[Item or [Describe the relevant detail, evidence, or [Owner]
requirement] decision]

Notes

Status

[Open /
Complete]

[Open /
Complete]

[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer

comments.]

Message Content

List required facts, affected data, actions taken, and customer guidance.
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Item Details Owner Status

[Item or [Describe the relevant detail, evidence, or [Owner] [Open/

requirement] decision] Complete]

[Item or [Describe the relevant detail, evidence, or [Owner] [Open/

requirement] decision] Complete]
Notes

[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer
comments.]

Approvals

Define Legal, Privacy, Security, executive, and communications approval flow.

Item Details Owner Status

[Item or [Describe the relevant detail, evidence, or [Owner] [Open/

requirement] decision] Complete]

[Item or [Describe the relevant detail, evidence, or [Owner] [Open/

requirement] decision] Complete]
Notes

[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer
comments.]

Recordkeeping

Specify evidence, decision logs, notices, and delivery confirmations retained. Use factual,
jurisdiction-aware wording and avoid unsupported conclusions.

Item Details Owner Status
[Item or [Describe the relevant detail, evidence, or [Owner] [Open/
requirement] decision] Complete]
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Item Details
[Item or [Describe the relevant detail, evidence, or
requirement] decision]

Notes

Owner

[Owner]

Status

[Open/
Complete]

[Add context, assumptions, exceptions, evidence links, screenshots, calculations, or reviewer

comments.]
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